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Information security  for SMBs  
Ensuring end-to-end care of data assets 

 
 

 

Small and medium-sized businesses (SMBs) can benefit from the expansive use of 
information technology (IT) just as much as their larger counterparts. Indeed, in 
many cases they have to, because to trade they need to interact with business 
partners of all sizes and IT failure affects not just internal users but those of third 
parties. To this end any SMBôs IT infrastructure needs to be resilient and secure. All 
too often it is not and when this is the case the SMB loses competitive advantage. 
 

 Just under half of all SMBs operate from a single physical premises and when this 

is the case their main IT infrastructure is housed at that location 
With SMBs now so reliant on IT, few are taking the precaution of housing IT in a 

separate location to the majority of their users. Whilst this is not hard to do with the 

amount of co-location facilities and network bandwidth now available, most SMBs still 

face total business failure if their single physical location is hit by disaster. 

 Over 90% of SMBs provide some of their employees with laptops and more than 

half allow access from handheld mobile devices 
Such widespread use of mobile devices means much valuable information is stored, at 

least initially, away from the central IT infrastructure. If these devices are lost, stolen or 

just fail this information can be lost too. It is not just necessary to ensure the devices are 

properly secured but also that they are regularly backed up. 

 Around 70% of SMBs open up their IT infrastructure to external users of some 

sort, whether they are contractors, customers, suppliers or other third parties 
This is essential as business processes become more automated to remain competitive. 

There is, however, a downside: if the infrastructure fails then it is not just internal 

productivity that is hit, but also that of the outsiders. Such failure could lead to lost 

orders and terminated contracts. 

 Maintaining PCs, IT security and network access are the drudgery of SMB IT 

management, taking up the majority of IT management time 
There will always be such problems, but minimising them makes a big difference. 

Having confidence in the security of servers and end points of access and the resilience 

of networks allows open access to be pushed to the limits, and the mobility of users and 

automated interaction with third parties to be exploited to the full.    

 Almost 80% of SMBs think it is critical for employees to be able to backup their 

own devices and many expect them to be able to do day-to-day maintenance 
Helping employees to help themselves is a good thing but, wherever possible, their 

acquiescence should not be relied upon. Backups can be automated, access can be made 

easy using VPNs and mobile devices can be put under third party maintenance contracts. 

Conclusions 

The days of the SMB server under the desk should be over. IT infrastructure is a business 

critical asset for most SMBs, just as it is for the enterprises that most of them interact with. 

Those SMBs that have confidence in the security and resilience of their IT infrastructure will 

be able to drive such interactions to the limit and ensure they maintain their competitive edge. 
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IntroductionðSMBs and IT 

It is easy to dismiss the issues small and mid-sized 

businesses (SMB) face with regard to information technology 

(IT) as small beer compared to sorting out the problems of 

big businesses. But SMBs are as reliant on IT and face many 

of the same compliance issues of their larger counterparts. 

True, most SMBs are not listed companies and therefore not 

answerable to stock market regulators, but most trade with 

businesses that are, and many industry and governmental 

regulations apply equally to companies of all sizes. In short, 

SMBs can no more afford to take short cuts with IT security 

than any other organisationðthe problem is that they often 

do, either through ignorance or simply lack of time. 

This is not just a problem for SMBs themselves because they 

are integral parts of many business processes that are critical 

to larger organisations. Increasingly, the process of 

communication between the two is online and automated. If 

an SMBôs IT infrastructure is compromised in some way, 

this may bring a whole supply chain down. In short, it is in 

everyoneôs interest that SMB IT security is at least adequate 

and in many cases much better than this. 

This report looks at where SMBs stand today with regard to 

IT, where the security threats lie and the challenges SMBs 

face in overcoming these. The report should be of interest to 

anyone responsible for running an SMB, especially if this 

involves overseeing the use of IT, and anyone who trades 

with SMBsðwhich is pretty much all of us. 

What is an SMB? 
Most IT vendors see the SMB market as the goose that could 

lay many a golden egg, if only they could understand what 

that market is and how to engage with it. The truth is that 

there are as many definitions as there are suppliers who want 

to tap the market. Anything from a sole trader up to an 

organisation with around a thousand or so employees and a 

stock market listing may be considered an SMB. The 

research Quocirca conducted as background to this report 

covered that whole gambit, apart from the very low end, 

which is usually referred to as the soho market (small office 

ï home office). 

Even comparing two SMBs of the same size can be fairly 

meaningless. A lawyer with 50 employees may have a PC for 

every one of them, whilst a cathedral with the same number 

of staff may be pretty much devoid of ITðand there are all 

shades in between. Ten years ago a delivery company with 

50 drivers may have just had a few PCs back at base to co-

ordinate things, but today there may be a mobile device in 

every vehicle connected by 3G or GPRS receiving regularly 

updated instructions to make the whole operation more 

efficient. 

Trying to ring fence SMBs is like herding cats and their use 

of IT, and therefore IT security requirements, are very varied. 

Suppliers who succeed in serving the SMB market are those 

who understand this and come up with flexible products and 

services. 

One way of dividing SMBs into two groups is those with just 

one location and those with multiple locations (Figure 1). 

 

A clear challenge for the first group is business continuity; 

the majority have IT and employees housed in that single 

location (Figure 2) and if fire, flood or some other factor 

renders it unserviceable business stops altogether. Any SMB 

in this situation would be well advised to get IT off-site; this 

is easy these days with plenty of third parties offering co-

location facilities, but the majority do not bother (Figure 2).  

 

Those with more than one location could build in some 

resilience by having duplicate IT infrastructure at more than 

one premises. The majority will not be doing this so, in 

reality, they are no better off.  

Those with multiple locations also face issues with 

communications security when sending information between 

premises. Most will be using the public internet to this end, 

which is practical but insecure. Those with just one office are 

communicating with third parties anyway, also over the 

internet, and so face the same communications security 

issues. 

It is not just about what goes on in the physical locations of 

SMBs; most provide mobile computing facilities of some 

sortðthink of those van drivers. Around 90% provide laptop 

PCs to at least some of their employees (Figure 3) and over 

half allow access to IT from handheld mobile devices (Figure 

4).  
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It is not just mobile users who represent risk, but also 

external users. Whether they are contractors, customers, 

partners or suppliersðthe majority of SMBs open up their IT 

systems to external users (Figure 5). 

 

All potentially risky access is allowed for good reasonð

more efficient business processes, better services, increasing 

sales and so on. However, the open nature of 21st century IT 

infrastructures, whilst being a business enabler, is also a big 

business risk. It might be sabotage, but more likely an 

accident or foolhardiness that causes an IT outage; either way 

resilience and security needs to be built in to ensure business 

continues but, almost always, this is overlooked. 

Best practice IT for SMBsɂor the 
lack of it?  
Some IT-related tasks are a daily grind for SMBs and 

maintaining security comes second only to the daily fussing 

with end users to keep their PCs working (Figure 6). This is a 

big issueðif SMBs constantly have to tweak their IT 

security, this is most likely because it is unreliable. Users 

cannot get access; malware is getting onto systems when it 

shouldnôt and slowing them down or stopping them 

altogether. Network access is also problematic and it is the 

number three most time consuming gripe (Figure 6). 

 

No one can make these issues go way completely but 

reducing them increases confidence in the users of IT, the 

managers of the businesses and the external users who also 

rely on access. In short, sorting out IT security will not just 

save time, it will provide the confidence levels needed to 

ensure IT is a business enabler, rather than holding it back. 

That old adage with regard to IT securityðthere are brakes 

on a car to give drivers the confidence to go fasterðis 

overused because it is a good one. 

SMBs are not overrun with resources. Often they have no, or 

very limited, in-house skills. Some make use of third parties 

to help with managing and securing their IT infrastructure, 

but many rely on end users to do a lot of it themselves. Three 

areas where SMBs, in particular, rely on self-help from 

employees are backing up PCs, recovering from PC-related 

problems and, where needed, securing remote internet access 

(Figure 7). 
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The first of these is rightly recognised as critical. Most SMBs 

do have regular routines in place to back up their servers 

(rehearsed recovery is another matter). However, in all 

organisations large amounts of data resides on the PCs and 

mobile devices of users. The amount will vary but one thing 

is certain, the data that is most crucial to the current work of 

an employee will be near to them and therefore often not 

backed up. 

Protecting data is not just about making sure it does not fall 

into third party hands but also making sure that, if it does 

through device loss, theft or hardware failure, that the 

employee can be up and running again as soon as possible. 

There are two ways of mitigating this: the first is to provide 

the tools to allow the user to conduct their own backups, but 

a second and much safer way is to automatically back up 

their devices when they are attached to the network. Given 

that such connectivity may be over a remote and slow 

connection the tools used need to have the sophistication to 

deal with deltas (i.e. only data changed since the last backup) 

and to compress and reduce data as necessary. 

Automated backups may never happen if the employee 

cannot get connected in the first place. Ensuring that 

accessing IT resources from remote locations is both easy 

and secure must be a priority. Virtual private networks 

(VPNs) ease this. IPSec VPNs work only for PCs with the 

required software installed and are good for remote access 

and tasks like remote data backup. However, many 

businesses are now making use of clientless (or SSL) VPNs, 

which allow secure access from any device with a web 

browser. This makes life easy for remote users, both 

employees and those from third parties, and all data is 

maintained on the central server regardless of the userôs 

access point but, like everything else to do with IT, ensuring 

availability of VPN access requires good management. 

That SMBs feel constrained in the use of IT through a lack of 

confidence in security is well demonstrated by attitudes to 

the use of mobile devices (Figure 8). Those that see them as a 

security risk do not allow usage and therefore do not take 

advantage of the benefits, which are well recorded in other 

Quocirca research reports1. 

                                                                 

1
 Distraction and Diversion,  Quocirca, January 2007 

http://www.quocirca.com/pages/analysis/reports/view/s

tore250/item3602/?link_683=3602  

 

ConclusionɂSMB security action 
plan  
The good news is that the 21st century SMB should not feel 

constrained in its use of IT by a lack of IT security products 

or services. The IT industry is bending over backwards to 

provide them at an affordable price. There will be a return on 

investment for those that get it right and get more business 

value from their use of IT and it is worth shopping around to 

maximise this. 

The IT vendors that understand how to engage with the SMB 

market will nearly always be doing this via value-added 

resellers (VARs) who will have pre-screened the markets for 

the best products at the best price. The best VARs will also 

have invested time in making sure they have the skills to 

implement and maintain the selected products. 

Increasingly, VARs are offering managed services, as 

Quocirca has previously reported2. Such services can cover 

most of the IT security requirement of most SMBs. The SMB 

of the future that wants to be able to rely on its IT 

infrastructure will use a third party to co-locate core IT 

infrastructure and third party managed services to ensure 

security of access for all employees and other users of its IT 

infrastructure. 

Those that get this right will not just have more productive 

employees and happier managers. They will also inspire the 

confidence of customers, partners and suppliers, large and 

small, to interact with them online, increasing sales, 

improving efficiency and driving up revenue and profits. 

                                                                 

2
 IT Management for Small Business, Quocirca, July 

2007 

http://www.quocirca.com/pages/analysis/reports/view/s

tore250/item4159/?link_683=4159 

 

http://www.quocirca.com/pages/analysis/reports/view/store250/item3602/?link_683=3602
http://www.quocirca.com/pages/analysis/reports/view/store250/item3602/?link_683=3602
http://www.quocirca.com/pages/analysis/reports/view/store250/item4159/?link_683=4159
http://www.quocirca.com/pages/analysis/reports/view/store250/item4159/?link_683=4159
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APPENDIX ï Interview Sample Distribution  

The information presented in this report was derived from 1,200 interviews with senior IT influencers and decision makers during a 

survey completed in October 2006. Distribution of the sample by geography, business size and job role was as follows (Figures 9 to 

11):  

 

 

 

 

 
 

Note: IT head refers to the person within the organisation with responsibility for IT 
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About CA 
 

CA (NYSE: CA), one of the world's largest information technology (IT) management software companies, unifies and simplifies the 

management of enterprise-wide IT for greater business results. Our vision, tools and expertise help customers manage risk, improve 

service, manage costs and align their IT investments with their business needs. 

Enterprise IT Management, or EITM, is our vision for the future of IT. Itôs how customers can close the gap between the promise of 

IT and what it actually delivers. We make it possible for customers to more efficiently, easily and securely manage all of the people, 

the processes, the computers, the networks, and the range of technologies that make up their infrastructureðwhether distributed or 

mainframe, and regardless of the hardware or software they are using. We build our solutions on the CA Integration Platform, our 

common architectural foundation that allows customers to integrate, share and automate the management of IT assets and resources. 

Today, we serve 99 percent of the Fortune®1000 companies, as well as government organizations, educational institutions and 

thousands of other companies in diverse industries worldwide. To date:  

 We own approximately 600 patents, with more than 1,900 pending worldwide. 

 CA is active in or leading all major standards organization. 

 We have achieved the exacting standards of the International Organization for Standardization (ISO) 9002:1994 Global 

Certification and 9001:2000, the ultimate ISO certification for global quality. 

Founded in 1976, CA is a global company with headquarters in Islandia, NY, more than 150 offices in 45 countries and fiscal year 

2005 revenues of $3.53 billion. 
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About Quocirca 

 

Quocirca is a primary research and analysis company specialising in the business impact of information technology and 

communications (ITC). With world-wide, native language reach, Quocirca provides in-depth insights into the views of buyers and 

influencers in large, mid-sized and small organisations.  Its analyst team is made up of real-world practitioners with first hand 

experience of ITC delivery who continuously research and track the industry in the following key areas: 

 Business process evolution and enablement 

 Enterprise solutions and integration 

 Business intelligence and reporting  

 Communications, collaboration and mobility 

 Infrastructure and IT systems management  

 Systems security and end-point management 

 Utility computing and delivery of IT as a service 

 IT delivery channels and practices 

 IT investment activity, behaviour and planning 

 Public sector technology adoption and issues 

 Integrated print management 

 

Through researching perceptions, Quocirca uncovers the real hurdles to technology adoptionðthe personal and political aspects of 

an organisationôs environment and the pressures of the need for demonstrable business value in any implementation.  This capability 

to uncover and report back on the end-user perceptions in the market enables Quocirca to advise on the realities of technology 

adoption, not the promises. 

Quocirca research is always pragmatic, business orientated and conducted in the context of the bigger picture. ITC has the ability to 

transform businesses and the processes that drive them, but often fails to do so. Quocircaôs mission is to help organisations improve 

their success rate in process enablement through better levels of understanding and the adoption of the correct technologies at the 

correct time.  

Quocirca has a pro-active primary research programme, regularly surveying users, purchasers and resellers of ITC products and 

services on emerging, evolving and maturing technologies. Over time, Quocirca has built a picture of long term investment trends, 

providing invaluable information for the whole of the ITC community. 

Quocirca works with global and local providers of ITC products and services to help them deliver on the promise that ITC holds for 

business. Quocircaôs clients include Oracle, Microsoft, IBM, Dell, T-Mobile, Vodafone, EMC, Symantec and Cisco, along with 

other large and medium sized vendors, service providers and more specialist firms.  

Sponsorship of specific studies by such organisations allows much of Quocircaôs research to be placed into the public domain at no 

cost. Quocircaôs reach is greatðthrough a network of media partners, Quocirca publishes its research to a possible audience 

measured in the millions.   

Quocircaôs independent culture and the real-world experience of Quocircaôs analysts ensure that our research and analysis is always 

objective, accurate, actionable and challenging.  

Quocirca reports are freely available to everyone and may be requested via www.quocirca.com.    

Contact:  

Quocirca Ltd

 

Mountbatten House 

Fairacres 

Windsor 

Berkshire 

SL4 4LE 

United Kingdom 

Tel +44 1753 754 838 
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