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Content security for the next decade 
Is your organisation ready to weather the storm?  

 

The need to share information has never been greater as cross-organisational business 

processes become deeper and more complex. The movement of digital information, both 

within a business and across its increasingly porous boundaries to external individuals and 

organisations, carries more and more risk as regulations are tightened around data 

protection and personal privacy. Those businesses that stay ahead of their competition in the 

next decade will be those that put the technology in place to allow them to share content 

widely, but safely. 
 

 

 Businesses have always shared information with their customers, partners and suppliers but 

today this is mostly done electronically 

There are many inherent dangers in the electronic sharing of information, especially since the 

dawn of the internet age. Initially the risk was that a business‘s intellectual property may be 

compromised or its employees exploited or distracted. However, in the last few years the 

overriding concern has become external regulators, especially those tasked with ensuring the 

privacy of individuals about who so much data is now collected and stored.  

 In order to address these concerns businesses need to have a clear and concise policy about 

how data should be handled and what happens when a data breach occurs 

The policy needs to be easy for all to understand and, where relevant, communicated to external 

organisations with whom sensitive data is shared. It needs to be a single coherent document, kept 

up to date and easily accessible. Employees must receive regular data protection update training. 

All of this must be visible to regulators. 

 Policy needs to connect people with content and make it clear who has the rights to access 

and create content and what they can subsequently do with it 

Most organisations already have a directory of users, and this should be central to the relationship 

of people to content security. Groups or individuals can be granted rights to access and create 

content and policy will dictate what they can do with it and with whom they can share it. Some 

content may need to be restricted to specific locations in which it can be accessed through links 

with physical security. 

 However well implemented a policy is, employees are fallible and the control over external 

individuals is limited 

This requires the use of technology to limit and control the actions of users.  No single technology 

will provide all the protection necessary and organisations must ensure that whatever products they 

use not only fit their policy, but also warn users if they are about to breach it.  

 A range of technologies can help protect data in its four main states: stored on stationary 

devices, stored on mobile devices, in transmission over networks and printed on paper 

Encryption should be used where prudent although it is not enough on its own; once content is 

decrypted users can do pretty much what they like with it. This means further measures including 

end point security, content filtering, web access technology and print management; they all form 

part of total content security.  

 An overriding technology is needed to translate written policy into enforceable IT policy; the 

term data loss prevention (DLP) has become widely use in the industry to describe this 

A DLP solution consists of a central policy engine that understands both users and content. All 

content moving within and to the outside of an organisation can be inspected and checked against 

policy, warning users of potential harmful content handling or blocking a particular use altogether. 

Conclusions: The internet genie is out of the bottle and there is no going back. The free flow of 

information over the internet is now essential to most businesses. The dangers of letting this continue 

unchecked are profound and can lead to direct costs through fines and the loss of assets. The indirect 

cost of customer loss and reputational damage can be immeasurable. IT security vendors have started to 

come up with the answers and there are now a wide range of products to help businesses protect their 

content from malicious outsiders and also, importantly, from the unwitting or careless actions of their 

own employees. 

      November 2008  
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1. Introduction 

This report outlines the imperative for good practice 

around content security in organisations of all sizes. 

The primary message to take away is that this matters, 

not because the overriding aim should be to restrict the 

use of content, but to encourage sharing where it is of 

value to businesses. 

To this end the report starts off with a review of why 

content sharing matters, goes on to look at policy 

formulation and the risk landscape that helps define 

this. The report finishes with a review of the 

technologies that help enforce policy and make the 

sharing of content as safe as possible. 

Where relevant, examples of data breaches are used to 

demonstrate good and poor practice. The details of 

these draw on press reports of the time and Quocirca 

apologises for any errors, although all efforts have 

been made to ensure accuracy. 

2. The new information security age  

At the time of writing this report, in 

October 2008, the world‘s banking 

system looks like it might just escape 

melt down. Whilst there have been 

many issues over a number of years that 

have built up to cause what history 

might come to regard as the worse 

financial crisis for at least 70 years, the 

immediate problem that brought things 

to a head was lack of cash flowing through the veins of 

the global financial system. Cash is only one 

commodity which needs to be kept flowing; another, of 

equal importance, is information. 

There is nothing new about the need for cash or 

information to be kept moving but, whilst private 

networks have allowed cash to flow quickly and freely 

between banks for a number of decades, the way that 

information flows was revolutionised 13 years ago 

with the widespread adoption of the internet for 

communicating between businesses and from business 

consumers. The internet itself dates back to the 1970s 

but, in 1995, three things came together to make it the 

year that most agree was the start of the free flow of 

information we benefit from, but struggle more and 

more to control, today. 

First was the development of the world wide web 

(www or the web) at CERN between 1989 and 1991. It 

is based on the free-to-use hypertext mark-up language 

(HTML) which allows for the easy sharing of 

information across the internet in a standardised 

format. The second was the availability of free web 

browsers for accessing the web, most notably Mosaic 

(1993) and Netscape Navigator (1994). What made 

1995 the key year in the history of the internet was the 

release of Microsoft Windows 95, which, for the first 

time, had the internet protocol (IP) network standard 

embedded in it (see also Quocirca‘s report Managing 

21st Century Networks
1
). 

The fast take up of Windows 95 meant that employees 

could share free copies of the Netscape browser and 

could then access the freely available information on 

the web. In the early days the web was fairly benign, 

but it was not the only resource that was opened up.  

Before the mid ‗90s sending emails from one 

organisation to another had not been straight forward, 

but with the adoption of a standard relay system for 

email (SMTP—simple mail transfer protocol) and the 

embedding of IP in server software operating systems, 

sending email between companies became the norm 

rather than something to be specifically enabled. 

In a short space of time the majority of organisations 

were connected to this huge global network, but many 

managers were unaware of the new opportunity and 

distraction that had entered their employees‘ lives.  

Consumers soon came on board, with access being 

provided initially by dialup and then broadband, either 

through internet service providers or at their 

workplace. Today the majority of computers on the 

planet are linked by the vast public network that is the 

internet. Never before has there been so much 

capability to move vast quantities of information from 

one place to another almost instantaneously. 

In the last 13 years businesses have become reliant on 

the internet for communicating with each other and 

with consumers. Whilst the most widely used channel 

for sharing information is email, some of the most 

critical is shared through business applications that, for 

example, drive supply chains, facilitate retail 

transactions and enable public information networks. 

The failure of the internet would be as profound for the 

global economy as the near failure of its banking 

system in October 2008. 

Yet, the use of the internet is still immature; 

information flows inefficiently in ever-greater 

quantities and, more worryingly, it ends up in the 

wrong places. In the past few years the need for 

individual businesses to police and control the data 

flowing in and out of their organisations has become 

ever more apparent.  

In the wake of the internet revolution and, alongside it, 

the increasing portability of devices for accessing and 

storing data, a new information security age was also 

born. The imperative for providing security around the 

way information is shared has never been greater. As 

more and more cases of poor information management 

come to light, all industries find themselves under 

increasingly close scrutiny from regulators. 

The security that is put in place needs to be seen as an 

enabler, allowing businesses and consumers to share 

confidential data for the right reasons, but to protect 

data from being disclosed to those who may use it for 

nefarious purposes. This is the balance that the IT 

security industry needs to strike as we head into the 

second decade of the 21st Century. 
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3. Is it data, information or 

content? 

The terms data, information and content are used 

almost interchangeably in this report, as they are in the 

IT industry as a whole. There are, however, subtle 

differences between the three which Quocirca has tried 

to reflect when using one term or the other in this 

report. 

Data 

In the IT industry, data is anything that can be stored 

or transmitted electronically as bits and bytes. 

Information 

Data that happens to be useful is information. A 

picture of an employee‘s child stored on their PC is 

data, but to most it is not useful information. 

Information represents the value businesses seek to 

derive from the use of IT, hence it being fundamental 

to the description of the industry itself—information 

technology. 

Content 

Content is information with context—some is useful, 

some is not—depending on who you are. Most content 

ends up as data, but the important thing about content 

is that it also includes stuff that is not yet data in a 

given organisation; the things employees are about to 

write, the pornographic image an outsider is about to 

send. 

Recognising a specific piece of content allows policies 

to be enforced regarding it. The same document, 

paragraph, sentence or image may exist in many places 

(which is one of the problems leading to the 

proliferation of data). Identifying a series of bytes as a 

known piece of content and being able to apply rules 

about its usage is a key objective in making the sharing 

of information safe. This is why this report has the 

word content in its main title and not data or 

information. 

4. The origins of content security 

Of course, the need for businesses to 

secure their information did not start in 

1995; it is just the year in which the 

ease with which information could be 

shared took a quantum leap. In fact, 

some of the most high profile cases of 

poor content security in the past few 

years have occurred because organisations are not 

using the internet to transfer information securely 

when they could be and are relying on older, more 

problematic, methods. One of the most high profile has 

been the case of the UK‘s tax authority HMRC (Her 

Majesty‘s Revenue and Customs). 

In Nov 2007, HMRC was forced to admit that it had 

lost the personal details of 25 million UK citizens from 

a child benefit database. These details included name, 

date of birth, national insurance number (a key 

identifier for dealing with the UK tax authorities) and, 

in some cases, bank details. The loss occurred because 

HMRC was asked to supply details of certain 

claimants to the National Audit Office and the 

employees tasked with this did so by copying the 

whole database on to two CDs and sending them by 

unregistered internal post operated by an external 

courier. The CDs never arrived at their destination.  

The HMRC case exposed poor data handling 

processes, as a subset of the data could have easily 

been sent encrypted over the internet, but it also 

demonstrated the reputational damage that poor 

content security practice can cause to the organisations 

involved. There is no evidence that the data was ever 

compromised; to this day the discs probably lie 

harmlessly in a landfill somewhere. More harmful was 

the damage done to the reputation of HMRC in 

particular and the UK government in general. 

Sending confidential data on CDs unprotected in the 

post is clearly risk prone. There are other ways in 

which data can be compromised that does not directly 

involve the internet. Fraudsters often scavenge waste 

bins for printed materials as a starting point for their 

crimes or dupe people into disclosing stuff over the 

phone. The need for careful disposal of waste 

electronic equipment was underlined by the August 

2008 revelation that a server for sale on eBay, once the 

property of Graphic Data, a provider of electronic 

archiving services, had financial details 

of customers from 3 different banks 

still stored on it.  

Add to these any number of stories of 

lost or stolen laptops and smartphones 

and it is clear that content security has 

to cover more than just the internet. 

However, the internet is still 

fundamental in many of these cases; a 

poorly configured printer that allows an employee in 

one office to accidentally send a confidential document 

to a printer in another that ends up in the waste-bin; 

data copied to a home PC for weekend work using web 

mail that is then stolen.  

All types of data, electronic or otherwise, need to be 

taken into account when formulating a pervasive 

content security policy. That said, it is the open nature 

of the internet, and the free flow of information it 

enables, that has driven the amount of legislation to 

new levels and with it the need for technology to 

protect content. 

Technology, whilst a key part of the solution, should 

not be the starting point for a business wanting to get 

its content security under control. The starting point for 

a review of content security should be the policy itself; 

only with a single coherent policy in place can an 

organisation be confident it is reasonably well aligned 

with legislation that exists today and that which may 

be drafted in the future. 



 Content security for the next decade            Page 5 

 

 

 

© 2008 Quocirca Ltd www.quocirca.com             November 2008 

5. The need for a single pervasive 

security policy 

In February 2007 a well known UK financial 

institution, the Nationwide Building Society, had a 

laptop stolen from an employee‘s home. The incident 

led to a fine of £980K, which may seem excessive until 

you look at the underlying judgement. This focussed 

more on poor practice around data security at 

Nationwide and the delays in doing anything about the 

theft of the PC and the 11 million customer records 

stored on it. The theft was almost certainly 

opportunistic and there is no evidence that data was 

ever compromised, but for Nationwide the damage was 

done—the direct cost of the fine and the indirect cost 

of reputational damage. 

Had Nationwide had a coherent policy, both for data 

handling and for managing a breach, it would have 

been much more likely to be able to defend itself when 

the regulators came knocking, perhaps demonstrating 

that although a laptop has indeed be stolen, there was 

no chance that data could be compromised, whatever 

the intent of the thief. 

What that policy should be will vary from one 

organisation to the next; in the case of laptop PC 

security any of the following policy points, if enforced, 

would have protected Nationwide: 

 Customer data must not be copied to laptops 

 Laptops must not be taken out of the office 

 All data on laptops must be encrypted 

How pragmatic these points are is not the issue, it is 

having a policy in place for data handling, making sure 

employees are aware of it and, where reasonable, 

enforcing it, that matters. 

Fortunately the starting point for drafting policy is not 

a blank sheet; there are standards for good practice.  

The highest profile is ISO 27001 which lays out a 

model for, in its own words, ―establishing, 

implementing, operating, monitoring, reviewing, 

maintaining and improving an Information Security 

Management System (ISMS)‖. In other words policy 

management is cyclic and needs constant review.  

The IT Governance Institute, which was founded in 

1998, defines COBIT (Control Objectives for 

Information and related Technology) and AICPA‘s  

SAS 70 (American Institute of Certified Public 

Accountants/Statement on Auditing Standards), lays 

out how data centres should be run. In particular, 

organisations that outsource should check for SAS 70 

compliance in any hosted data centre service providers 

they are considering using.  

The documents outlining these standards are generally 

dreary reads, so, while they provide guidance, they are 

not consumable by the average IT user who needs 

something clear and business orientated. The basis for 

writing a policy should be common sense good 

practice, which, in all too many cases, no one has got 

around to formalising before. 

All this said, breaches will occur, so as well as having 

a policy for data protection it is also necessary to have 

a clear policy for what actions to take when the 

inevitable happens:  

 Who is responsible for handling the breach?  

 Who needs to be informed and at what stage?  

 When to, and when not to, involve the police and 

regulators 

 Is it possible that personal data has been 

compromised?  

 Have in place a process to inform potentially 

compromised individuals and handle any 

subsequent publicity. 

Informing outsiders needs to be timely but should not 

always be rushed as that can be unnecessarily costly, 

as the Whittington Hospital Trust in the UK discovered 

in July 2008. It had a suspected breach when a CD 

went missing containing details of 18,000 current and 

former staff. £25,000 was spent writing to all 

concerned; the missing CD was then found after a 

wider search. There is only a certain amount of time 

informing outsiders can be delayed, but that might be 

long enough to establish there has been no breach after 

all. 

A policy must have an owner and they need to be 

responsible for keeping policy up to date. The policy 

needs to link two things together, the data itself and the 

people that use it—people, content and policy. 

People 

People are the users of content and it must be 

understood who they are, where they are, what rights 

they have and in what context they plan to use it. From 

the point of view of a specific business, these users of 

content are not just employees but may include 

contractors, customers, suppliers and partners. As 

Quocirca‘s March 2008 report, The Distributed 

Business Index
2
 shows, nearly all businesses are 

sharing data externally in some way (Figure 1). 

 

For many organisations internal users will already be 

listed in one of the widely used directory formats such 



 Content security for the next decade            Page 6 

 

 

 

© 2008 Quocirca Ltd www.quocirca.com             November 2008 

as Microsoft Active Directory or LDAP. The use of 

these directories may need extending to include 

external users. Any technology used to enforce policy 

must be able to interface with existing user directories; 

having more than one place for defining users at least 

requires some sort of federated management, but is 

harder to manage and best avoided. 

Content 

Several attributes need to be understood about content; 

where it is, what it contains and what value it has to 

whom. Some content is meant to be shared and its 

value increases the more it is used, for example, 

marketing materials. Other data must be protected and 

its value is decreased if shared, for example sales 

forecasts and patent applications. Other content should 

not be shared without explicit permission and its 

compromise can lead to penalties and fines. This is 

most commonly personal and financial information 

(referred to in data protection law as personally 

identifiable information) and includes health records, 

credit card numbers and bank account details. 

Policy 

Most businesses are drowning in a sea of information 

and the people that need to use it often don‘t work for 

or within the physical boundaries of the organisation 

responsible for it. Nevertheless, it is essential to 

understand the data and have clear policies about how 

different people can use it. Policy needs to be clear, 

easily and regularly relayed to the users and kept up to 

date. The implementation of policy needs to be 

transparent to any external auditors, who will want to 

assess, when investigating a breach, if it was 

unavoidable despite good policy. 

However, policy is just the starting point. Policy points 

like the following may make sense: 

 Employees should not use memory sticks to 

transfer data 

 Customer details must not be emailed to third 

parties 

However, on their own they are not enough, two other 

things need to follow; user training and, where 

possible, enforcement through technology. 

Training needs to happen at a number of levels.  The 

value of training new employees is obvious, but most 

organisations are less rigorous when it comes to update 

training for existing employees—with the rate of 

change of both communications technology and data 

protection law, repeat training needs to happen and its 

delivery to users audited.  

Making sure policy is clear, understandable and 

accessible is essential and constant reminders are 

needed. One way to do this is through real-time 

notification of risk. Here employees are warned when 

they are about to do something risky or inappropriate. 

One vendor says than an insurance company—which 

deployed a data loss prevention product (see section 

8)—reported that 90% of employees who were warned 

in this way never made the same mistake or 

misjudgement again. 

Of course employees remain fallible and exerting 

control over external users is not easy. To this end, 

where possible, policy should be enforced with 

technology (see section 7 and 8) and, increasingly, 

regulators will look to see that the appropriate steps 

have been taken to do so.  

There are three pressures for keeping policy up to date: 

1. New business processes and practices must be 

tested against existing policy and if the policy does 

not stand up it must be modified (as ISO 27001 

labours to tell us). 

2. Policy should be regularly reviewed in the light of 

new technology and the way it is being used.  

3. Policy must be able to stand up to new legislation.  

In all cases the aim should be to have policy that is 

robust enough that an organisation can be confident 

changes can be accommodated without needing 

wholesale change. A solid pervasive policy mitigates 

risk and, to make sure it does that properly, needs a 

good understanding of the risk landscape and how that 

is likely to change. 

6. The risk landscapeðtoday and 

tomorrow  

Much of the press coverage about data breaches 

focuses on the dark practices of hackers, thieves and 

fraudsters. Good IT security will of course attempt to 

keep such people at bay, but the biggest, much more 

insidious, threat is closer to home; employees and 

other individuals to whom businesses grant access to 

information.  

Whilst it is true that some employees set out to steal 

content, most breaches involving employees can be 

blamed on well intentioned insiders following poorly 

defined practices (see Figure 2). 

 

In other words the vast majority of breaches could be 

avoided by simply encouraging and, where possible, 

enforcing better practice. HMRC and Nationwide are 

both examples. 
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Having said that, an insider with malicious intent will 

definitely cause problems and the starting place to 

avoid that needs to be due diligence during the 

recruitment process. It is also necessary to de-

provision users as soon as their need for access comes 

to an end for whatever reason.  

Good content security may mean the malicious 

activities of employees can be pre-empted. For 

example, in October 2005 Gary Min, a research 

chemist at DuPont, downloaded 22,000 sensitive 

documents before leaving to join a competitor. He was 

later convicted of stealing secrets worth $400M. 

Content security technology would have highlighted 

such anomalous behaviour at an earlier stage.  

Regulators get excited about the leakage of personal 

information; when they do so in Europe the main piece 

of legislation they have at their disposal is the 

European Human Rights Act that protects an 

individual‘s rights to privacy. In addition, national data 

protection acts demand that good care is taken of data, 

and they too are focussed primarily on data about 

individuals. 

There are all sort of others laws and regulations that 

can be brought to bear when content is poorly handled 

and, given that the communications network we use to 

share data is global, an organisation can find itself 

tangled in laws from almost anywhere (see box). 

Industry bodies take more interest in non-personal data 

than data protection legislators—so, it is not just 

people, information itself can represent a risk. 

A good example is recent changes made by the 

governing body for Formula 1 racing, the FIA. It 

oversees a small incestuous industry where mechanics 

and engineers regularly move between teams from one 

season to the next. Success in Formula 1 is down to 

finely tuned engines and the aerodynamic design of 

cars as much as the skills of the driver and the speed of 

the pit-stop team. 

In the past it has been common practice for data to be 

taken by employees when moving from one team to 

another. Governments have no interest in this, but the 

FIA knows that such theft damages competiveness. 

Recent FIA regulations now deem that any team found 

using another team‘s data faces penalties, including 

disqualification—an unacceptable cost. Only by 

understanding the content on its systems and the 

movement of data in and out can any given Formula 1 

team be sure that it is not in breach. 

It is also worth saying at this point that if an 

organisation makes use of a hosted data centre or 

software services it should be aware of the legal 

regime under which the service operates. For example, 

Google uses local jurisdiction for its Google Apps 

whereas salesforce.com operates under Swiss law for 

European customers. In the latter case there is still a 

need to heed local data protection laws, but if the 

provider screws up then any legal dispute may be 

resolved under differently laws entirely—remember 

that Switzerland is not part of the EU. 

Business processes, patents, formulas and manuscripts 

all need to be shared at one level and protected at 

another. If the publisher, Bloomsbury, leaked an early 

draft of a Harry Potter novel, the author would not be 

happy; if a patent office leaked a new drugs formula 

the pharmaceutical company concerned would 

probably sue. Such data needs to be protected and the 

consequences of not doing so are uncertain but likely 

to be expensive and embarrassing.  

PA Consulting found this out in Sept 2008 when it lost 

a contract with the UK‘s Home Office after mislaying 

a memory stick with the details of thousands of 

prisoners on it. 

Whether it is a clear breach of data protection, personal 

privacy or a failure to protect another organisation‘s 

data, which may represent a breach of a contract or a 

non-disclosure agreement, the rights and wrongs of a 

case may be decided before a judge. Here the decision 

will be based upon whether appropriate measures were 

taken to protect data. In the Nationwide case clearly 

Rules and regulations 

National data protection laws: these vary, but are 

generally focussed on the good handling of personal 

data. In Europe most data protection laws do not 

currently demand disclosure of data breaches, in the 

US they do. The weaker European laws mean there is 

likely to be under-reporting of leaks—expect this to 

change soon (see next point). 

EU laws: European Human Rights law is the main 

driver for disclosure in Europe when a breach involves 

personally identifiable information. The EU Parliament 

recently voted in favour of mandatory breach 

notification for the e-communications sector. 

US laws: given the importance of the US as a market 

and the fact that many of the global companies we all 

deal with are quoted on the US stock exchanges and 

regulated by the US Security and Exchange 

Commission (SEC), US laws and regulations such as 

Sarbanes Oxley and HIPAA can apply to certain 

activities of European companies. 

Industry regulations: rules for specific industries 

abound, such as MiFID for the European finance 

sector, HIPAA for US health, the FSA for banks in the 

UK. 

Miscellaneous: software licences and non-disclosure 

agreements can fly around an organisation and are 

often never looked at—until something goes wrong. A 

content security technology can identify these and 

control their use (see section 7). 

For more information see forthcoming book from 

FFW on legal aspects of data protection and data 

privacy
3
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this was not so, but other cases are more problematic, 

such as a series of data centre heists reported in 2006 

and 2007. Such thefts obviously lead to data being 

compromised but how far can you go to protect data? 

Most attempts by outsiders to steal data are more 

sophisticated than driving a bulldozer into a data 

centre. Hackers can find their way into systems and 

steal information; this may go undetected for a period 

of time, as was the theft from the retailer TJX of 45.7 

million sets of credit card details stolen over an 18 

month period that was exposed in 2006. 

Consumers might be duped into giving away their 

personal details by fraudsters using phishing emails or 

other forms of social engineering. Such attacks are 

widespread and increasing, as data from MarkMonitor 

shows (Figure 3). Educating all users is a key part of 

preventing such losses. 

 

 

Employees are more and more likely to give 

information away freely without a by-your-leave. 

Email is the most problematic area with often 

accidental leaks, such as sending the wrong attachment 

to the right people, or the right attachment to the wrong 

people.  

Increasingly, this is happening through social and 

business networking sites where employees disclose 

email addresses, details of their jobs (and gripes about 

their employer), or blogs where defamatory comments 

may be posted unchecked. A well meaning employee 

could even decide to put an entry in Wikipedia about 

their employer without being given permission to do 

so. 

As businesses seek to formulate a single central policy 

for content security, all these threats need to be 

considered and, where appropriate, the benefits of 

allowing something weighed against the risks it 

introduces.  

When the inevitable breach does occur, the policy for 

handling it needs to be clear, including the way details 

of the breach are communicated internally. Rushing off 

emails with lines like ―I told you we should have 

deleted the credit card details before emailing those 

orders to the supplier‖, will make it easy for any 

investigators to prove poor practice.  

Policy must make it clear how data breaches should be 

reported and to whom. If the post-breach reporting 

procedure is clearly laid out, legal privilege can mean 

that such post-breach communications remain private; 

if not, the disclosure of these communications may be 

required by a court. 

This risk landscape is vast and changing, but a well 

thought through central policy for content security can 

mitigate most risk or can demonstrate that a risk was 

necessary for the business to function.  

However, whatever points are enshrined in policy, just 

having them is not enough. Whilst technology, or at 

least the way people use and abuse it, is a big part of 

the problem, when it comes to enforcing policy it also 

part of the solution. 

7. Technologyðthe problem and 

the solution 

Before considering how technology can help, it is 

worth summarising what needs protection. Data can 

exist in four states, or forms: 

 Stored on stationary devices usually located within 

the premises; servers, storage arrays, desktop PCs, 

printers 

 Stored on mobile devices; laptops, smartphones, 

CD ROMs, memory sticks, other USB devices 

with memory or storage 

 In transmission over a network; emails, internet 

activity, private network traffic  

 Printed materials 

Data stored on fixed devices 

Understanding the risks to, and control mechanisms 

for, data stored on fixed devices is relatively easy—

they are at known network connection points and can 

be readily indexed and monitored. Here technology 

can be used to dictate how an individual piece of 

content should be managed; can it be copied, 

downloaded or printed?  

In some cases this is to protect confidential content but 

it also allows for external communications to be made 

more consistent; for example ―you are trying to email 

an old version of the marketing brochure, please use 

the more recent one‖.  

Generally speaking, with the exception of data centre 

heists or the poor disposal of old equipment, data at 

rest on stationary devices is fairly safe until someone 

decides they want to do something with it. To this end 

it is necessary to ensure that basic access rights to data 

are in place and enforced. 

For day-to-day use this is self-evident and fairly 

straight forward, but there are times when sensitive 

data needs to exist in more volatile and unpredictable 

environments.  
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One example is engineers testing new code. Wherever 

possible they should use anonymised test data rather 

than the real thing. Credit card companies will provide 

such data on request. If there is no alternative to using 

real data then it needs to be done in a specially secured 

test environment with strict monitoring of the 

engineers involved. 

However, for those who are granted access, data stored 

on fixed devices is only ever a mouse click away from 

being data in use and on the move. At this point, policy 

needs to be applied depending on the nature of the data 

and the action or activity the user is planning to 

perform and where it is headed. For instance it might 

be accepted policy for someone in human resources to 

email encrypted details of employee healthcare plans 

to the company‘s health insurance provider for review, 

but not to copy them to an open file share or 

unencrypted to a memory stick. 

Assessing every document and database record 

individually and giving it a security classification is 

impractical, so it helps to define broad classes of 

content and decide how they should be treated.  These 

should include: 

 Public content which an organisation is happy to 

have in the public domain. Although it should be 

noted that some data, whilst OK to be public in its 

basic format, may become confidential by 

association with other data. For example a list of 

employees may be public information as might the 

rules a business has regarding employee 

behaviour, but details of an employee breaching a 

given rule would be confidential. 

 Sensitive corporate data: financials, product plans, 

merger and acquisition documents etc. Losing 

such data is embarrassing and may be costly in 

terms of lost competitive advantage, but the data 

protection regulator won‘t care much, unless the 

loss involves personal data about employees 

 Intellectual property (IP): computer source code, 

formulas, design documents. Such data may not be 

a given organisation‘s property to lose in the first 

place, as it often involves information shared by a 

partners or suppliers. Again, data protection laws 

do not worry too much about this type of data, but 

industry regulators do (see the Formula 1 case in 

section 6). Leakage of IP data may lead to 

breaches of licence and non-disclosure 

agreements. 

 Personally identifiable information: most customer 

data will fall into this category; account numbers, 

contact details and health records are all covered 

by data protection law and leakage is considered 

serious. Data about employees should be regarded 

in the same way. 

Data stored on mobile devices 

Any of these categories of data may find their way 

onto mobile devices. Controlling them is another 

matter; mobile devices are often off-line or only 

periodically connected. Furthermore, data can be 

created on the fly by users over which policy enforcers 

may have little immediate control. This has led to a 

whole new area of IT security to be developed over the 

last few years, known as mobile end point security.  

The aim of end point security is firstly to control what 

can and can‘t be done on a mobile device, even when it 

is offline: 

 Only allow certain white listed applications to run 

 Monitor, and in some cases restrict, the use of 

USB devices 

Secondly, to check the end point‘s integrity when it 

comes back on line: 

 Is anti-virus software up to date? 

 What new content has been created? 

 Has there been a recent backup? 

The main way data on such devices is compromised is 

when these devices are lost or stolen. When such 

losses inevitably occur the actions to be taken need to 

be clearly defined in the content security policy (see 

box). Legal defence will be much easier if the 

management policy for end points is clear and can be 

demonstrated to have been enforced.  

Ten tips for securing mobile end points 

1. If there is any chance they are likely to be used to 

carry or download sensitive data, encrypt them 

2. Ensure anti-malware is installed and up to date  

3. Enforce use of passwords and/or PINs for access 

4. Restrict internet access to a proxy so that policy 

can be enforced regardless of point of access 

5. Use network access technology to ensure mobile 

end points are safe to come back on to the 

corporate network 

6. Monitor and sometimes restrict use of USB 

devices. For example it may be OK to copy 

marketing materials to memory sticks, but 

allowing employees to spend all day updating 

iPods may be unproductive 

7. Ensure end points are backed up regularly 

8. Pre-invest in technology that allows disks and 

memory to be wiped remotely 

9. Link to physical security and restrict access to 

certain applications for when an employee is on 

the premises 

10. Make sure good practice in the use of mobile 

devices and how to handle their loss is clearly 

laid out in an organisation‘s content protection 

policy 
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For example, the UK Data Commissioner withdrew an 

enforcement notice against the retailer Marks and 

Spencer for a laptop it lost with the unencrypted details 

of 26,000 employees on it April 2006. The retailer 

demonstrated that its current policies now meant all 

laptops were encrypted and such a breach could not 

occur again and that the original breach occurred 

before the commissioner provided its guidance on 

laptop encryption. 

Data in transmission over a network 

Whether it is existing data that someone has decided to 

do something with, such as a spreadsheet or a 

presentation or a new piece of content created on the 

fly, such as an email, instant message or blog entry, the 

main worry about data in transmission is user error or 

stupidity. There are a range of channels that needs to 

be protected including corporate email (SMTP), file 

transfer (FTP) and the web (HTTP).  

The web, in particular, through HTTP, has opened up 

no end of new possibilities for data loss; webmail, 

instant messaging, blogs, wikis, social networks, an 

almost endless list that keeps growing. The majority of 

businesses now recognise the use of Web 2.0 

technologies, but few are currently controlling them 

(see Figures 4 and 5; from Why Application Security is 

Crucial
4
).  

 

  

 

 

Monitoring and protecting a business from all this may 

sound daunting, but web security products allow the 

HTTP channel to be locked down, its activity 

controlled and limited and all content to be censored 

regardless of where it is travelling to or from. If it is 

not, users will find a backdoor access (see Figure 6, 

from Superhighway at the Crossroads
5
). 

 

There is also a wild frontier to worry about; users on 

mobile devices using the internet. If they send email 

via the corporate system, this can be monitored as it 

passes through the email server. The web is different; 

using a private broadband connection, any device can 

be attached to the internet and any content on the 

device, or created on the fly, can be transmitted with 

abandon.  

Fortunately, web security software can now force such 

internet access via proxies. So wherever the user 

happens to connect to the internet they are still subject 

to centralised polices; free to work, but just like their 

desk bound colleagues protected from their own errors 

and stupidity. In addition, certain DLP (see section 8) 

products extend to monitoring off-network events on 

end points such as use of instant messaging or the 

printing of documents. 

How this is done will depend on the form-factor being 

used for data security (see box on next page). If this is 

an in-the-cloud service then the users can be routed 

direct to that. If it is based on an appliance or software 

installation back in the controlling organisation‘s data 

centre then the user will need to be forced back there 

using a VPN tunnel before being let back out, under 

control, on to the internet. 
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Printed materials 

If a document is printed, then obviously this is another 

way data can get into the wrong hands. Certain 

documents should only be sent to printers in secure 

areas, some documents should never be printed at all. 

Technology also allows users to reconfirm when they 

want to print something: ―are you aware you are about 

to print payroll info on a printer in the open office?‖; 

―do you really want to print this 200 page document?‖.  

The latter example is more about saving resources than 

security and to that end a good recycling and shredding 

regime for paper should also be in place. From a 

content security perspective this is not just about 

saving the environment but about ensuring confidential 

printed material is not available to any fraudsters 

sifting through the corporate waste. 

Where thereôs a will thereôs a way 

Of course if someone really wants to steal something 

they will. Hardest to control is what people carry in 

their head, but unless a business employs an army of 

savants with photographic memories the capacity of 

the human brain to do this is limited.  

In highly secure environments it may be necessary to 

search individuals as they enter and leave premises: 

some highly secure data centres weigh people in and 

out. Physical security and people‘s context relative to it 

can also be linked to content security, for example only 

allowing the financial application to run on an 

accountant‘s laptop when they are known to be on the 

premises and not in a public place, or perhaps only 

during certain working hours. 

 

Good IT security should make a hacker‘s job hard but, 

as anyone who has read the story of Gary McKinnon—

the UK hacker who looks likely to be deported to the 

USA in 2008 for hacking in to military and NASA 

servers—knows, the doors are often left wide open. In 

the case of McKinnon he relied on system passwords 

that were obvious or unchanged from the defaults. It 

should go without saying that implementing a secure 

user ID and access control system should be part of 

any rigorous IT security regime. How can you 

implement policy about content if you do not know 

who the people are? 

McKinnon claims his intentions were benign (looking 

for evidence of UFO sightings), but others are not. US 

stockbroker TD Ameritrade found this out when, in 

October 2007, it admitted that someone had installed 

unauthorised code on its systems to provide backdoor 

access to credit card information, possibly dating back 

a number of years. This was probably down to an 

external hacker, but could easily be set up by an 

employee before leaving the company. 

A note on encryption 

It may seem strange to leave a discussion on 

encryption to near the end of a report on content 

security. After all is not encryption the silver bullet for 

data protection? Anything encrypted cannot be read 

without a key and is therefore useless if stolen. These 

is all true, but remember back to the start of this report; 

at the end of the day good content security should be 

about enabling the sharing of information not 

preventing it. 

That is not to say encryption does not have a big part 

to play, it does. Good policy may dictate that all stored 

content should be encrypted, although the business 

may wince at the cost of managing this. Maybe it is 

just mobile end points that should be encrypted and 

regulators look like trying to demand this. However, 

remember it is not just about the content; it is also 

about the users. Users need to be able to decrypt 

content to use it and, once they have done that, without 

content security controls, they can do what they like. 

Furthermore, an additional cost of encryption is the 

management of keys, making sure those who need 

them have them, inside or outside of the organisation, 

and making sure they do not get lost. One sure way to 

lose data, albeit with no danger of being compromised, 

is for it to be encrypted for ever with no key to unlock 

it. 

Encryption needs to be used in the right place at the 

right time and this should be laid down in the policies 

for data handling and enforced through the policy 

engine—so-called policy based encryption. 

  

Form factors for content filtering 

Software: the traditional way, install it where you like 

on the same hardware as your email server or a special 

gateway server bought from your favoured hardware 

vendor (market share decreasing) 

Appliances: self-contained hardware, configured for 

the task and delivering high performance, usually at 

the network edge, scalability only through buying 

more appliances or replacing with bigger ones (market 

share stable) 

Virtual appliances: combines the benefits of software 

and traditional appliances; security software, isolated 

from the operating system by virtual hypervisor, can 

be installable on hardware of your choice, therefore 

more scalable (market share growing fast) 

Managed services: security in the cloud; the big 

advantage here is it keeps the nasty stuff at a distance 

and makes it easy to apply policy to mobile users—

scalability is unlimited depending on supplier, some 

latency compared to appliances, which matter most to 

internal web users (market share growing fast) 



 Content security for the next decade            Page 12 

 

 

 

© 2008 Quocirca Ltd www.quocirca.com             November 2008 

8. Conclusionðpulling it all 

togetherðdata loss prevention 

So you‘ve got a single clear written policy for handling 

content and everyone knows what to do when breaches 

occur. You know how you want to handle email, 

internet usage, mobile end points, stored data and user 

directories. Now, how do you pull it all together and 

make sure that data goes to the right people at the right 

time and that there is no data loss outside of the 

organisation? This is the final piece of the jigsaw—

technology for data loss prevention (DLP). 

Remember—people, content, policy—if you have got 

this far, and ticked all the boxes, you know who your 

users are, what content is important and have a policy 

for how the two should interact. DLP technology 

includes powerful data discovery mechanisms that 

provide a detailed understanding of the location and 

access privileges of stored data and its use within 

organisations and how to classify content to ease 

application of policy. DLP technology helps turn a 

written policy into an enforceable reality.   

DLP is not a silver bullet for content security; you still 

need to manage end points, prevent thefts, filter email 

and control web activity, but the technology for 

enforcing policy around these activities can refer back 

to what is laid down in a central DLP policy engine 

and reduce an organisation‘s overall risk. 

DLP technology examines every piece of content as it 

moves around a network by whatever means and 

ensures it complies with policy. This applies to 

information moving within an organisation as well as 

in and out of it:  

 Why is someone in the marketing department 

downloading payroll information?  

 Why is the company lawyer not copied on this 

email about a data breach? 

 Why is this employee forwarding an email with 

what looks like a non-disclosure agreement 

attached? 

DLP technology can operate at surprising levels of 

granularity, for example identifying paragraphs that are 

part of sensitive internal documents, or preventing an 

employee from posting sections of a disciplinary 

hearing on a blog. Much filtering can be done at the 

file level and here it helps if the movement of whole 

documents can be white or black listed based on the 

content:  

 This is the current PDF of a marketing brochure 

and it is OK to send out in its entirety for the 

foreseeable future 

 This is the internal price list and should never be 

sent outside of the company 

A DLP engine not only allows policy to be 

automatically enforced and real-time warnings to be 

issued, it also provides an insight into the way content 

is being handled. This allows for internal education to 

be strengthened, broken business processes to be 

identified and fixed and, when necessary, for users to 

be disciplined for breach of policy or betrayal of trust.  

DLP technology also provides evidence to the 

regulators that as much as possible was done to prevent 

a breach.  This might then demonstrate it was 

impossible to prevent, meaning the difference between 

a fine, with the consequent media bashing, and a clean 

sheet.  

Through its data discovery capabilities, DLP also helps 

enable compliance with data privacy rules ensuring 

that when required reports on what data is held on who 

can be reported. In other words, DLP is about more 

than preventing data loss, it is also what the legal 

profession now calls a privacy enhancing technology 

(PET).  

The regulators will continue to regulate and their rules 

have to be heeded but this will be much easier for an 

organisation that has its production, storage and use of 

content under control. When this is the case, it keeps 

good information flowing and the business competing.  

As the recent financial crisis has shown, regulations 

are often not good enough to protect a business; the 

banks that came out best in 2008 were the ones that 

kept their own house in order. In the wider economy, 

prudent handling of information will ensure a business 

is fit to thrive through the on-going information 

revolution.

 

  

Case study: Barclays Global Retail and 

Commercial Banking   

Rhonda MacLean, the CISO at Barclays, recognises the 

need for content security and sees it as a ―strategic 

differentiator‖. 

The basis for IT security at Barclays is the ISO 27001/2 

standard and the COBIT maturity model, which is the 

basis for the policy on content security communicated 

internally and externally. 

Data loss prevention (DLP) is a key focus area for 

Barclays and marks a move away from a focus on 

network security.  

DLP technology means Barclays knows what data it has, 

its sensitivity, where it is located, who has access rights 

and what they are doing with it. 

For more information see CIO Digest, October 2008
6
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