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IT managers everywhere feel overwhelmed with the rising tide of security threats they have to deal with
in the face of an increasing regulatory burden. It is not surprising then that they témaverlook one
particular area of IT security, which is theipileged access that they grant to themselves and/treir
colleagues in order to do their jobs.

1 Certain employees need to be granted privileged access to various resources in ordiertteeir job; this is
especially true for the management of informatiotechnology (IT)
IT managers need privileged access to operating systems, databases, business applicatiimrks andT
security systemsSiuch high level access means tlaaty mistakes they make can have serious consequences
and if they abuse theirights for personapurposes the results of their actions can bery serious indeed

1 Controlling and monitoring their own activities is not high on the agenda of most IT managers
IT managers$eel theyhave plenty of other issues to worry about with the dgns of malware, the activities
2F alyt2éNvdza SNB | YR hyKaS indReSsing tii&at redulfatior® Srikthe IT infrastructure they
oversee

I ThelSO27001standard for ITmanagement which is adopted by about 40% of the respondents to this
survey, SE LI A OA ( f &he alldchtibrSaad udefol-piivileges shall be restricted and controdled
Despite widespread claims to have adopted the standard, many busimestnit to bad practices with
regard to privileged user managemgf@UM)that are in diect contravention tat.

1 Bad practices include the sharing of privilegedar accounts, the use afefault userramesand passwords
and the grantingof far broader privileges than necessary for a given privileged user to do their job
41% of respondents adittéd that their organisations shared administrator accounts between users for
operating system accesthis rose to over 50% for network administrators

1 Thee are plenty of examples of privileged users abusing their access rightéiackers targeting these
accounts as their main entry pointinderliningthe need to putcontrolsin place
These range from straightforward theft of sellable dagach as credit card detajl® the perpetration of
complex frauds or the theft of intellectual property. In othexses it is down to purepite by a disgruntled
employee

1 The technology exists to mitigate the threat posed by privileged users but adoption levels are low
Just over25% of European businessdsave deployed technologfor PUM although many more say they
have plansalbeitdelayed onesSuch technologgllows privileged user access to be managed and monitored
andbad practices tde brought under contralenablingii K ®astprivilege principle ¢ KoSINtBe access
rights nealed to carry out a given set of tasks are granted.

1 There are two reasons for prevarication around the deployment of such technology
Lack of budget is the biggest constraint on the deployment of better IT security although thétieis
evidence of budget being cutHowever, he main reason for holding back is a laclkawBrenessamongst IT
managers of the dangers of natonitoring and controlling their own activityevenwhen it is in their own
interest There is likely to be a similar lack of awarenassngst business and risk managers.

Conclusions

It is in the interest of individual IT managers, the IT department as whole and the overall business to have
measures in place to control and monitor privileged users. Manual processes are ineffective and do not
provide an audit trail that would satisfy gelators. The one way to ensure this is to put in place tools that
fully automate the management of privileged user accounts, the assignment of privileged user access and
enable the full monitoring gprivileged user activity
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1. Introduction and target audience

IT managers everywhere feel overwhelmed with
the risingtide of IT security threats they have to
deal with in the face of an increasing regulatory
burden. It is not surprising then that they tenal
overlook one particular area of IT security, which
is the privileged access that they grant to
themselves and/otheir colleagues in order to do
their jobs.

Whilst such access is necessary, it is most
commonly managed on an dwc basisor not
managed at alind, despite claims to pay heed to
the regulations specific requirements with
regard to privileged users amdten overlooked.

This Quocirca report looks at how privileged user
management(PUM)is carried out across Europe
and is based on interviews with 270 senior IT
managers in four véical sectors (telecoms
media, manufacturing, financial services and
government). It includes organisations from most
Western Europen countries and a range of
company sizes (sefppendix2).

This report should be of interest to any®n
concernedwith ensuring that the availability of
their IT systems is not impacted by the
inadvertent or maliciousactions of privileged
users,that the use of privileged user accounts is
policed andthat such accounts cannot be easily
compromisedby outdders It should also be of
interest to those with responsibility for ensuring
that their organisatiod (se of IT would satisfy
the demands of regulators anéhdeed anyone
concerned about the safe keeping of their
personal data that businesses are stgriever
more of.

2. Thresholds of trust

There is an innate desire in human beings to trust
one another if there were not life would be very
hard indeed. When trust breaks down between
family members, the family usually fails. Beyond
the family we chooseriends in whom to place
trust. The threshold for that trust may be lower
or higher than that we place in family members.
For thosethat find it hard to trustthe worldis a
lonely place.

In the work placetoo, a level of trusts essential
However unlike the bonds of trust we form

amongst friends and family, in busines® are
2F0Sy NBldzZANBR G2 RSIft ¢
know well. The threshold for trust naturall

drops. Furthermore, humato-human
interactions and exchanges of information are
somdimes replaced by humato-machine, so

trust is now secondhand.

However, trust must still be there, employees
must be allowed to know some of tHausinesS) a
secrets and have access to sensitive data to do
their jobs. Sometimes that trust is abused and
this can cause untold damage to the business in
question.

The abuse is often not intentional; compromise
can be accidental through naivety or
carelessnessHowever in the area of IT, such
behaviour can also leave businesses more
exposed to the harmful inteions of outsiders.

dFor some employeges

the level of trust placed

in them is much higher
than it is for other$

For some employeeshe level of trust placed in

them is much higher than it is for others; an
accountant may have to see the end of year
financial figures long before they are reported to
the markets, a cleaner may have keys to the

ChQa 2FFAOS |-y|fe § t ! YI é
intentions and ideas.
In the area of ITwherea 2 Y dzOK 2F | o

data and intellectual propertis stored and used
such highly trusted employees arenown as
privileged usersaand thdr access to data@an be
very wide-ranging. Their privileged status will
often give them access to financial data and
electronic diariesthat they F NBy Qi Ay GSy
have and certainlyR 2 y Q {, to ¥anBSdrt their
jobs. hey may not have thehysicalkeys to

/ 9 h Qa, batTh€yAcnSptentially access the
virtual filing cabinet of anyone from the CEO
down.
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Despiteoften being employeesof arelativelylow
rank, thelevel of access to sensitive data given to
privileged users is often the highest any
employees have had in the history of busindss.
is the equivalent of having the locksmith solely
hold the keys to the safe, and then requiring
them to come and maintaiiit at any time they
wish, alone and unassisted.

Worst still, poor practicecan leave privileged
user accounts easily accessible to outsiddfs
hackers gain access at the privilegeather than

a y 2 NMgdef leével they are much more likely to
be @&le to achieve their goals.Also, such
accountsoften havefar wider access rights than
IS necessary in the first placesxacerbating
matters.

So there is aneed to protect privileged user
from themselvesto protect the bisiness frormits
own privileged usex and protect against the
possibilityof privileged useaccess byutsiders.

dDespite often being
employees of a
relatively low rank, the
level of access to
sensitive data giveto
privileged users is often
the highest any
employees have had in
the history of business

3. The privileged user conundrum

IT systems need managing and for this to happen
privileged users must have access to their inner
workings. When a new database, operating
system orapplication is provisioned it will come
g AGK I
accounts thatwill be widely known to many and
often documented and easily found on the
internet. The privileged user problem starts right
here and is at its most insidious.

Commonsense and many regulatory
requirements say these should be changed
immediately, but often they are not. When this is
the case, it is not just internal privileged users
that have access, but any hacker who may want
to take look ata given organid®on@ data. The
British hacker Gary McKinnon, who the US
government want to extradite after he hacked
Pentagon IT systems, gained much of his access
through privileged user accounts which had been
left with the default settings.

So, the privileged uselissue is first about
managing the privileged user accounts and then
about managing the actual privileged useasd

in many cases they are not well aligned. Even if
the default passwords changedits replacement
may still be known by several privilegedeus
who all use the same administrator accourf®
when something goes wrong is impossible to
prove which one of them wasindividually
responsible.

Sme software applications also need to be
granted privileged user access ardis may
mean embedding usernames and passwords in
them. These need to be monitoreds doesthe
activity of the software developers writing and
testing them.

To bring all this under control requires that
privileged users arayiven unigue access; their
individual accounts must be the only way of
gaining access to IT systems at the privitegser
level and their individual activity, whilst
operating at that level, should be monitorehd
audited

The access granted also needs to be modutzy
often privileged accounts are assigned broad
ocatchallé access rights that are far wider than is
necessary for a given individual do their job. It

is much safer toassign finggrained access
controls at the account levelSdzO Kpprépriate
role separatioé ensures privileged usersannot
over step the markaccidentally ofintentionally,
and, should ther accouns be compromised, the

3 BafaBiS 3 LIRF OAd S 3 URauthgrged yger is similarly restricted. This is

known as thefleast privilege principte

This has become especially true with the
increasing use of virtualisation. In the gia
granting a given privileged user access to a single
physical server still gave them fairly limited

©Quocirca 2009
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access rights butif virtualised there may be
many different systems running on the same
server to which access is possible, if unlimited
rights have ken granted at the physical level.

A further benefit of this level of control over the

assignment of privileges in virtualised
environments is that it allows competing
organisations to share the same physical

resources. This is increasingly likely withe th
Y2 @S cléu@ computing ® C2 NJ (G KS
that provide these managed services, the
granular granting of privileges and the auditing
system management activity is essential.

PUM s not just about protecting the data and
intellectual propertyassets o the business and

paying regard to the privacy of employees in
general; it is also about complying with the

requirements of regulators that are often explicit
about privileged users in their requirements.

For example, around 60% of European

organisations have implemented or are
implementing thelSG27001IT security standard
(Fg 1). It statesthat & (0 K S

LINA A f S3Sa akl ff

Figure 1: Deployment of security standards and

methodologies?

Mo -

0% 20% 40% 60%
H Implemented and certified ® Implemented
Adopted/not implemented
M Not heard of

COBIT

80% 100%

i Implementing
! Not adopted

The Payment Card
Standard (PADSS), whiclany business taking
credit or debit card payments must adhete,
recommends & I dzZRA Ay 3 £ f

I O G A &ivéil agavoiding theuse of vendor
supplied defaults for system passwords and
other security parameters.

£t 20l "Azfanla%(mga dz N
‘ - u g‘h the 7Rt Sg " _Indeed,
5 & NAé.{I n~thel b6gv),need

Industries Data Security

The issue oPUMis beingmore and more widely
recognised. The Italian personal data protection
watchdog, GarantePrivacy has recently issuk
new measures that must be adoptedth regard

to the management of privileged users. It points
out that system administrators arékey figues
for the security of data banks Italian
businesses must comply Deember2009. This
underlines the fact that th&€UMissue isot only

2 5‘%{?‘& r%%ﬁij?@ protecting themselves but
also a

out the sate custody of personally

identifiable data that goernments are
increasingly taking an interest in.
Meeting these regulatory demands requires

business tchave processes and tools in place to
control the activities of privileged userbut, as
this report goes on to show, the majority of
organisatiors do not even when they claim be
complying to such standards.

4. Scales of risk

IT managers have plenty to worry about and

their own privileges is not necessarily
) d, given the
GUE of Regulator® ot amight Ndbdcd tsRs
because good practice with regard UM is
generally in place and the regulators would
approve.

Figure 2: To what extent are the following a threat to IT
security in your organisation?

Matware  E——
|
Internet |

H Actual

Perceived
Internal users |

Data compromise

Externalusers
Scale from 1 = “nota

| threat” to 5 = “a very
serious threat”

Privileged users ‘

2 25 3

LINAu&e Eonfidend® levélgapolidd the ability to

manage privileged users are reasonabigh FHg
3). Although itshould be pointed ot that this
varies by industrytelecoms/media companies
being the most confident and government
organisations the least.
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Figure 3: How confident are you that you are able to control
and monitor the following types of privileged user accounts?

Administrators of......

Operating system —
] ] H Control
Security | Monitor
|
Database |
e —
Web |
Applications ] Scale from 1 = “not
J confident at all” to §
b = “vary confient
Network |
3 3.2 34 3.6

However,much of thisconfidenceis likely to be
down to complacengyit is easier jgt to trust
privileged users to do the right thimgand worry
about things that are higher profile angerhaps
easier to control, such as malware and the day
to-day actitiS & rdrmakd dza S NA ©
Respondents weralsorelatively confident that
they couldmeet the demands of a compliance
audit and worried more about issues like data
loss and compromise of intellectual propergyg
4).

Figure 4: How well prepared is your organisation to
protect against the following risks?

Compliance audit failure — ‘
M Actual

External threats I Perceived

Loss of data

|

| J

—

) |
Internal threats F

I

—

Scale from 1 = “very well
prepared” to § = “very
poorly prepared”

Loss of IP

IT operations risk —

Damage to brand — y

w

34 38

Apart from the fact that no one wants to admit
they might fail an audit, if their focus has been on
O 2 y i NRdmiak ys&s aad their use of data
and communications tools, IT managers may feel
they havecontrol over theirlT systems and that
is a good thing when the auditors turn up.
However, he auditors will also ask some
awkward questions about the privileged activitie
of the IT managers themselves, which may leave
them feeling rather less confident when the
auditors have gone.

The current research showed a tendency for the
most senior IT managers (CIO and CISO) to have
higher levels of confidence in their readingss
face up to such threats than their more junior
reports. This may be best explained by those
nearer to the action realising how exposed their
organisationsarein certain areas, not least when

it comes to privileged account access, which they
are more lkely to be using on a dag-day basis
then their bosses.

In many areas the regulationauditors come to
enforce are expected to increaséd5). The new
YSI &dzZNBa T NP YPrikadytidcéseed DI
in section 3 are case in point.

Figure 5: How do you see regulations in the following
areas affecting your organisation over the next 5 years?

National government :

Data privacy . |
National security . _—

Industry specific : J

EU | |

International trading : |

Environmental |

Securities trading |

Credit card handling

Financial transparency ' |

Health care |

Scale from 1=
“will decrease a
| lot” to § = “will

increase a lot”

5. Not such goodpractice

¢ KS ¥ 2 Owmiak 2 dza 8§ NA
there are lots of them, and there is every chance
some of them somewhere are up to no good.
Hundreds of incidents of users behaving
carelessly, stupidly or maiausly come to light
every year. Howewve the truth is, given their
limited access rightsthe majority of these
incidents are benign andf they turn out to be
more serious, generally the user has been
accessing a given system via an assigned account,
so IT managers know who they are.

However when a privileged user behaves
carelessly or maliciously, their access rights can
mean the cosequences are far more serious.
Xza G | anormsak (0 KdzZAG NE A G A a
know who they are buytin almost half of the
businesses interviewed for this sew IT
managers admitted that privileged user account
sharing is common placeéig 6).
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Figure 6: Do you share administrator accounts between
different individual privileged users in the following areas?

Operatingsystem |- M

[

Database | M
Security [G—

Web

Application ﬁﬁ-
Network |
E—

0% 20% 40% 60% 80% 100%

M Yes LINo HDon'tknow

This is appallingly bad practice that auditors
would frown upon. Again government
organisations come dubadly, with widespread
privileged user account sharing, buto sdo
telecom/media companies, despite the higher
levels of confidence they clainm controlling
privileged users. Ais suggests thaPUM is an
area where some of the issues are not clearly
understood even by organisations that consider
themselves well versed in IT security issues.

Significantly around 4%46 of organisations that
claim to hae implemented 1SO27001 admit to
privileged user account sharirtgig7). The fgure

is still at an alarming 36 for thosethat claim to
have implemented ISO270Gnd to have had it
certified by an external auditor.

Figure 7: Do you share operating system administrator
accounts between privileged users versus 1SO2007 adoption

15027001 Status
Implemented and certified
Implemented
Implementing
Adopted/not implemented

Not adopted

il

Not heard of
0% 20% 40%  60%  B80%  100%

'Yes HNo LIDon'tknow

The #$aring of accounts isrisky enoudh, but it

points towards another very bad practicehared

accounts will den use the system default
usemame and the password mayell have been

left with those settingsor be set b something

obvious so that multipleprivileged users can
remember them

This is because the practice of privileged user
account sharing stems from not addressing the
issue when software or hardware was first
deployed The account settings were never
changed and the issue of who should have
access, howwhen and from where was not
clearly thought through.

In some cases privileged usenay wreak havoc
by accident, wiping a disk, deleting a database,
RA&lIof Ay 3
many cases such issues can be fixed, without
causing too much long term disruptipproviding

a safety net of business continuiggood practice

is in place elsewhere

However,if a privileged uselgoes rogue then
their actions can be highly focussed amdry
serious indeedEven the auditingservices oma
system are not immune fromosne privileged
accouns, and the inegrity of system auditogs is
therefore vulnerable to inadvertent or malicious
actions.

G! NRPdzy R n
organisations that
claim to have
implemented 1ISO27001
admit to privileged
dza SNJ | 002 dz

6. Why privileged users turn bad

In rare cases a privileged user may be a ptant
someone who has penetrated a given
organisation as aemployee or contractar just
to get access to their IT systentéowever there
are a number of reasons a once seenhng
trustworthy privileged user mightjo rogue the
mog obvious is for financial gain.
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This can either betraight forward theft, such as 7. Mitigating the privileged user
uKS HANT Olbva $evet2 TRIIG | @l a ?hreat

administrator at the US banking services

company Fidelity National Information Services It is possible to get the privilegl user threat
who was found to have stolen 2.3 million credit under control; some methods e better than
card records and selling them on to a data  others.There are two priorities:

broker. 1 To make sure all the default privileged user

It can also be fomore indepth fraudsuch as accounts are identified and closed dowiliis
that perpetrated by Jérdbme Kerviel, the rogue can be a huge task; there are operating
trader whaq it was revealedhad lost the French systens, networkng devices, security

'yl {20ASiS DSYSNI S en dqystedsh dafatagey, dbusinéss éppligationsd t S
to perpetrate his fraud and cover his actions for a and many other parts of the IT infrastructure
couple ofyears because of privileged user access to consider.
that he had been granted to carry out a previous  q With the default accounts under control it is
IT administrator relategob, which had not been then necessary to grant privileged user rights
revoked when he moved to the trading floor. in specific areas to those who require it.

Another reason is plain spite; a disenchanted Sone businesses attemptmanual PUM for
privileged user may chooge wreak havoc, just exampleissuing oneoff passwordsand emailing

because they can. A former systems them around or storing thenm sealed envelopes
administrator of the Swiss bank UBS, Roger in physicalsafes. Often access is allower a

Duronio, was convicted in 2006 of sabotaging his  given period of time before the password
employers IT systems in retaliation over a changesagain. This has the obvious flaw that
compensation disputeUBS never reported the a2y fighat levet LINAGAE SISR dz&a S
cost of lost busines but did say the attack cost  have all the access rights that goBtUMpractice

the company more than $3.1 million to get the  tries to avoid, as well as beingn-scalable and

system back up and running. cumbersome.

Another notorious example involved a UNIX  An alternative approach is to increase the
engineer at the US mortgage giant Fannie Mae privileges of certain users in a standard user
who was accused with maliciously damaging his managementsysem (for example, the access

SYLX 2 & S Nid Jard OIS priivileged level rights grantedto the operating system) so
access rights were not revoked immediately after  that they have enough privilegeto carry out IT
beinglet go from his contract positigrieaving a management tasksbut there are a number of
window of opportunity to cause the damagH. problems with this approach.

the malicious script had gone undiscovered, it
would have disabled monitoring eats and log

ins, deleted root passwords to 4,000 Fannie Mae
servers, and erased all data and backup data on

1 It does nothing to aid the monitoring of
privileged useraccounts in the first place to
avoid those defall settings being left in

those servers by overwriting with zeros. place. _ .
_ 1 An unscrupuloususer with privilegesmay
The theft of intellectual property by employees tamper with log files, to cover their tracks

leaving one employer for another is also a ¢ |t does not enablethe comprehensive
danger. Thereare Y | y e SEI YLX Sa 27T m@r%(ﬂ'”‘%ﬂ tﬁesprivileged use® actiors

users doing this, but privileged usenave even while they are logged in
greater opportunity with their wide-ranging T Itdoesy2( dzadz-tfe +Ftf28 T
access rights. where necessary (the practice where certain

actions can only be carried out with the
sanction of two privileged users)

1 With some systemsfor example UNIX, a
givendza S N a mayP&lostif khéyduse
O2YYlIyRa tA1S dadz o6&adzm

©Quocirca 2009 qu0Cll’Cd Paged



Privileged user managemer October 2009

However, he best approach is to automate the
whole process witlpurposebuilt PUMtools that
provide an understanding ahe wide range of
systems that business use and enforces the
necessary policiesith regard to privileged users.
There are many benefits not afforded by other
approaches:

1 Privileged user accounts can be scanned for
and monitored to ensure default settings are
never left in place.

1 Privileges can bassigned to named users at
the account level on a cad®-case basis,
with the appropriate granularity of access
Sy of Algast privikde principke

1 The way the system is used can be matured
over time. he most basic requirements, such
as scanning or vulnerable privileged user
accounts can be undertaken straight away.
Putting in place the processes that truly
follow the deast privilege principkecan be
achieved in the longer term.

i The activity of privileged user can be
continuously monitoed; the system will
record who checked out a passwonghen,
and what actions they took.

1 Compliance with standards and regulations
can be audited and proven when necessary.

1 In the event of aprivileged user account
being compromisel, auditors will be able
research the incident forensically.

1 For particularly sensitive systemst is

possible toassign ongime passwords

Dual control can be enabled when required.

Software applications can be granted

privileged user rights when necessary and

their developers gien short term limited
access, as and when required, to test them.

1 Around the clock support for missianmitical
systems by geographically distributed teams
can be easily and safely enabled.

i The granular granting of privileges can be
extended to the managaent of virtualised
environments

1 PUM tools ease the integration of IT systems
when organisationgome together following
a merger or acquisition. The current research
shows such activity to be on the rise during
the current financial downturn.

= =

8.2 K& R 2nygr® (brganisations
deploy PUM?

A little over 244 of organisations have some
form of manual control in place for overseeing
the actions of and controlling the access of
privileged usersHg 8).

Despite availaltity of more sophisticated
systems and the clear case them, only around
26% have actually deployed a full PUM system
(Fg9) although the high number of organisations
that say they have plans, albeit often delayed
ones, suggeststhere is not a complete &k of
awareness of théssues amongst IT managers at
least.

However, it is likely the business and general risk
managers, whilst not interviewed for this survey,
are aware of the high profile IT security issues
such as malware and data leakage, but noge t
lower profile issue of privileged user
management.
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