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Winning outsourcing strategies

How to increase value and reduce risk

Outsourcing is a strategy increasingly being used by organisations to reduce cos
increase valueOutsourcing howeverhas its risks. As organisations look to push out m
of their customsoftware application development needs to outsourcing partreareful
planning is required in terms of building stringestftware securityrequirements ito

contracts anctreating a process and metrics to enstivat those requirements are met. Tl
report examines outsourcing practices from 200 of the largegrosations in the UK anc
the US and provides pointers as to how the most experienced outsourcers are putting

effective processes to drive the risk out of outsourcing.

e Inexperience and a lack of process leads to ineffective outsourcing
Industries with the least history of outsourcing experience the most difficultie
successful project completion, while those industries with a long track record exhil
most satisfaction and success from their outsourcing programmes. While the majc
projects undertaken in the more experienced retail and public sector industries re
success (77.5% and 65% respectively), those undertaken by transport and fi
sector companies, where outsourcing is less common, exhibit daunting levels ef
For example, in these industriespund 50%of projects have been called off complete
and 30%of projects undertaken by finance firtnave led to legal action being taken.

e The importance of getting the contract right cannot be stressed enough
Those organisations witihe most experience stipulate the most strinf@mttional and
securityrequirements in the outsourcing contract, giving them greater caméiping to
reduce the risks of supar applications being delivere@nd greatly redung the
likelihood of the need for legal actioRor example, the most experienced outsourt
(thoseoutsouring more than threguarters of their development negdse three times
more likely to stipulatesoftware securityaudit requirements in contractkan those
outsourcing in a more ad hoc fashion.

e Building in requirements for the use ofappropriate security tools and requiring
extensive testingagainstagreedstandard methodologiedurther reduces risk
Auditing delivered source code against statecusty requirements prior to acceptan
through the use of automated code analgsésrecommended best practice for firms t
outsource their application developmefimong leaders in the retail and public sectc
62.5% check code with automated code scanners, compared to just 32.5% of
firms, which outsource the least of luch scanners reduce the risk of vulnerabilit
considerably. Further, just 40% ofnéince firms test their applications for the m
common vulnerability crosssite scripting compared to 82.5% of retailers. This cot
leavef i nanci al applicagonsiatsseribuis sk of @tack.

e Using external providers for application deliveryis also outsourcing
Security is also important to reduce risk in thefsstemerging delivery models
However ,just 47.5% of finance firms mandate that there are controls over who he
their data, compared to 70% in the public sector and 72.5% oferstaénd only 37.5%
of finance firms demand any certification of their service providers, compared to ¢
in public sector and retail organisations.

Conclusion

As demonstrated in this repoduccessful outsourcing of the creation of critical cust
software requires an approach taking into account appropriate levels wf @yganisations
with lower levels of experience in defining security and process controls should adop
best pradtes currently in use by those with more familiarity and sucddssy can then us:
these as repeatable practices for ensuring the success of future projects.
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H Figure 1: Most important drivers for —Toreduce costs
1' IntrOdUCtlon outsourcing software development —ospeedup development
With todayds tenuousatioesconomy forcings™0r ganimmme
to cut costswhilst at the same time increasing the as
. ] . —Lackof specificin -house skillsets
value thatthey gain from efficient, secure business 4
practices one key area in which they can increase the Sl cholce —outsourcewhere

Transport

value of their offerings is in developing specialised Public sector
software application®r servicesthat supplement the

more general capabilities of commercial -tfé-shéf

packaged applications. Sudustomapplications can

add value in numerous ways, such as allowing greater

collaboration with business partners, or improving the ;
efficiency of specific billing systems. This is leading to Retail Large enterprise
continued rapid growth in the progiion of software
applications used by organisations that are developed
as oneoff projects. However, some industries have been faster than others
to embrace outsourcing as a means of adding value and
reducing costs across their application portfolids
Figure 2 showsthe use of outsourcing for software
development is currently greatest among public sector
and retail organisations, whilst transport and financial
services organisations are comparalaggards.

Ranked from 1 = least importantto 5= most important

However, maintaining a large application development
and testing staff is costly and requires that specialist
resources be hired and retained. Because of thiss mo
and more organisations are choosing to outsource the
development of software applications to specialist third
parties that have experienced resources available, and
can use their expertise to develop applications faster  Frigure 2: Outsourcing by industry
and generally at lower overall cost. However,

outsourcing is not without risk and requires careful Public sector
planning and control to ensure that projects run \
smoothly and fulfithe requirements set. Retail
This report aims to show how 200 of the very largest |
organisations in their industries in the Wikd the US Otherlarge enterprise
that are outsourcing significant parts of their software |
applications development needs are handling their Transport
outsourcing projects. Based on interviews with those in \
charge of the outsourcing projects, this research aims Finance

to uncover the processebat they put in place to
ensure that outsourced software application projects

. . R ¥ Qutsource more than three  -quarters ™ Outsource half to three  -quarters
deliver value, and how they drive risk out of the Outsource less than half
projects. Further to this, questions were asked about
other fastemergingforms of outsourcing, including

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

As Figure 3 illustrates those industries that are

cloud computing an@oftware as aService (SaaS) In leading in terms of the level of outsourcing they are
many of these casethe main focus will be on the undertaking have seenthe greatest growth in
writing of code that acts Oéltgourcﬁn%pvgr ﬂ}? pegt cquWeeoé Wamésksf"l%o i
hosted services, or in the creation of functional borne out’oy qualitative |nS|ghts from mterwewees
componentsrather than an entire application being significant number of which among those out_sou_rcmg
written from scratch.This meansthat security is an more than threquarters of their application

issue that must be considered in these situations also. development projects indicated during their mtr—_zrwews
that they had recently made the move to outsogrc

2. Drivers for outsourcing 100% of their software development needs.

Figure 3: Has outsourcing increased over the

As Figure 1 shows, the primary drivers for outsourcing past two years?

software application development across all

respondents are to speed up the development of Public sector
projects and to reduce the costs involved, followed by
the need to augment staff resources through access to
the specialist resources that are available through
outsourcersAlso, as comparison with Figure 2 shows,
these factors are a key consideration among those that
outsource the mo3trather than doing projects in a
piecemeal fashion where specific skill sete anot
available for developing eertainapplication.This is
something that financial services organisatjois
particular could learn from.

Retail

Other large enterprise

Transport

Finance

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

¥ Increased significantly ® Increased a little Remained the same
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Over the next couple of years, the level of outsourcing
is still expected toexpand as Figure 4 illustrates.
Although the level of increasis likely to be lower
than previously, at least 20% of respondéntgvery
industry will see increased outsourcing activity.

Figure 4: Will outsourcing increase over the

next two years?

Retail

Other large enterprise
Transport
Public sector

Finance

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

¥ Increase significantly ®ncrease a little Remain the same

3. Outsourcing can be a risky
strategy

With any outsourcing project, an organisation must
place its trust in the hands of its chosen partner. This
means that the organisation must trust that secur
coding bestpractices have been followed and that
applications have been developed with adequate levels
of security built into theid for example, ensuring that

a programmer cannot have placed a backdoor into an
application that could allow them to accefsat
application after it has been delivered, which could
lead to them carrying out a security expléiowever

as Figure 5 shows, organisations are outsourcing even
those applications that are used to process and transmit
the most sensitive data, such fasncial and human
resources applications.

Figure 5: Which applications do you outsource

development of?

—Finance

—Other large enterprise
—Public sector
—Retail

—Transport

Ecommerce
website

Collaboration
website
100

Supply chain
applications

Portal Extranet

Non-transactional
information
website

Financial
applications

Human resource
applications

Figure 5 also shows that it is organisations in those
industries that outsource the most significant
percentage of the application development needs that
fully outsource the most sensitive applicatiérend

yet these are the very ones who we will encounter the
fewest issues with their outsourcing projecdsnong
public sector and retail organisations, respondents are
confident enougho fully outsource development of
any type of application included in the chart whilst
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the financial services sector, just 17.5% are happy to
fully outsource the development of financial
applications.

Does this mean that those that are outsourciegrtbst

are putting themselves at greatest risk? On the
contrary throughout this research, answers to
guestions indicated that those organisations that are
outsourcing the highest proportion of ithepplication
development needs are putting in place tghtést
safeguard® in terms of requirements set out in
contracts, in defining what security tools and
procedures should be used, and in the level of testing
of applications that they are demanding of their
outsourcers. This provides them with the configenc
that they need to trust their outsourcers with even the
most businessritical software applications.

As Figure 6 indicates, their trust in their outsourcers
appears to be well founded. Having taken the trouble
to clearly define requirements upfront,spendents
from those industries in which outsourcing is most
prevalent have encountered fewer problems with
outsourcing projects going wrong. For example, just
22.5% of financial services organisations report that
they have experienced no problems withsoutced
application development projects, compared to 77.5%
of retailers. Conversely, 30% of financial services
organisations have had to take legal action against an
outsourcer as a result of a failed project, compared to
just 7.5% of retailersIn total, 17.5% of projects
resulted in legal action being taken bus, may be
expected, organisations in the US took legal action in
twice as many cases as their counterparts in the UK.

Figure 6: Do outsourcing projects ever go
wrong?

Project called
off
completely

80

Project did
not result in
all
functionality
required

Projectran
over
deadline

Legal action
had to be
taken

Project ran
over budget

—Finance
—Transport
—Other large enterprise

None of
these actions
taken

—Public sector

—Retail

Overall, projects running over budget are the most
common problem, experieed by a full 43.5% of
respondentsrising to 61% of those outsourcing less
than half of their application development needs. As
well as this 32.5% of all respondents reported that
projects had been called off completely owing to
problem$ rising to 46% m the US.

Yet Quocirca does not believe that the types of project
being outsourced are inherently diffe@netailersare
dealing with the financial details of customers, just as
financial institutions are. The supply chains of retailers
are far more comipx than those of finance, and the
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transaction volumes are generally higher. Therefore,
project complexity does not seem to be a factor in this.

The fact that legal action has been taken in some cases
demonstrates that there was a problem with the
outsouréng  contract drawn ubgiving the
organisation nothing to fall back on when problems
occurred in terms of amagreedupon resolution and
escalation routeQutsourcing ontracts must contain
specific requirements detailing vulnerability measures,
remediationcost recovery, and specific thresholds for
acceptable risk, in order to protect organisations from
potential harm. This is especially importdot those
organisations with the least experience of outsourcing
in order to avoid the creation of overly complex, -one
off contracts that could contain loopholkich could

be exploited should the dispute need to be settled in
court.For example, by defining acceptance criteria that
include a list of specific critical vulnerabilities,
vulnerability classes, othat mandate a maximum
vulnerability risk level, the orgasation can describe

the conditionghat will result in the application being
rejected and returned to the outsourcer for remediation
By doing this,an organisation protects itself against
the most common threats i3 software and systems,
giving it legal recourse should the outsourcer refuse to
fix those vulnerabilities. In addition, requiring efetcts

t hat attest to the
onus on the outsourcer to either engage a security
certification clearinghouse or automated source code
analysis tool to provide reliable information. These
best practices, stipulated up front, reduce the likelihood
of legal action greatly.

Figure 7 takes a different slant on the same data
comparing problems experienced with outsourced
development projects by the level of outsourcing
undertaken. This clearly shows that outsourcing does
not need to be considered as a digdo long as the
correct procsses are put in place. It would seem that
experience matters.

Figure 7: Do outsourcing projects ever go
wrong?

Legal action ——Outsource less than half

had to be
taken —Outsourcehalftothree -
80 quarters
—Outsourcemore thanthree -
quarters
60
None of
these
actions 40
taken

Project
called off
completely

Project did
not result in
all
functionality
required

Project ran
over budget

Project ran
over
deadline

As Figure 8 shows, this has ramifications for
outsourcing providers themselves. If any project
should not go according to plan, those organisations
with the least experience of outsourcing dikely to
impose the stiffest penalties, adding to the costs
involved in a project for an outsourcer and reducing
their profitability. Su c h istick wi t h
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contracts do not tend to work in readty contract that
majors on how resolutions ate be reached between
the two parties will always be a better beterefore, it

is in the best interests of outsourcing organisatiand
not just the companies that are outsourcing the
business to themto ensure that best practices are
followed in clearly laying out exactly what the
requirements are at the start of the projédtis is
especiallytrue for new customers, but alsor new
projects with existing clients, where contracts
developed previouglcan more easily be repurposed.

Figure 8: If something goes wrong, what is an
appropriate response?

Finance

Transport

Outsourcer should pay a
penalty
® Qutsourcer should fix
problems at own cost
 Should switch to another
outsourcer

Other large enterprise

Public sector

Retail

0 20 40 60 80
% saying yes

dspthe!l i ¢ dntadddion Gosthisstlee dactrthattmore than 6@A of gl u

respondents would move to another outsourcer clearly
shows the risk of project failure for outsourcing
providers.This would indicate that levels of loyalty are
low and do not necessarily translate to repeat
engagements. In order to engender loyalty and
differentiate themselves, outsourcing providers should
chase a mix of best overall value coupled with special
deals to attract and retain customers. Part of thikicou
be done through additional differentiation, such as
adherence to 1ISO standards for code testing to provide
a layer of assurance that the provider follows best
practices.

4. The importance of getting the
contract right

Prior to the start of any outsourcingroject it is
essential that organisations take time upfront to define
their requirements for the application to be developed,
including determining how business critical it is and
what levels of safeguards need tothdt in to ensure
that the application delivered is secure. These
requirements will form the basis of any contract and
will be reinforced through any service level agreement
put in place.

When taken across the boardspondents to this
survey gave mix@ results when stating what they
considered to be the essential goals that should be built
into the contract. The main exception was for
requiremerg related to staff at the outsourcing partner,
for which most were in agreement that stringent
requirements should be defined Among those
outsourcing less than half or half to thwpearters of

their application development needs, fewer than 20%
Fittle carroto
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of respondents in each category defined the other
requirements mentioned as essentidbwever far
more consistencyand emphasis was seen from the
igur uo (thpse ocoutgpurcing more than three
qguarters of their application development needs).
Since this grouphas been shown to suffer the fewest
problems and rarely experiersggroject failure, it can

be inferred thafTable 1 shows the best practices that
should be adopted in any code outsourcing project.

Table 1. What baseline goals need to be includedinthe

outsourcing contract

Level of experience required of programmers 75
Skillsets required of programmers 75
Certifications required of programmers 74
Background checks of outsourcer's employees 72
Define level of exposure of application and intended

audience 69
Define criticality of applications in terms of revenue gain
expected 67
Define internal costs incurred if application failed to funct 65
Define goals and metrics for security 64
Develop a risk management framework 60
Establish baseline security needs 56

Roles and responsibilties of all individuals at each party 43

No less critical than identifying the baseline goals of
the software and the required experience of the
developers, organisations must also define what
requirements they have relatedapplication security
and the use of security tools and techniques in the
development of software applications by outsourcers
These processes should then eitten into the
contractto provide remediation assancesshould the
security of applications fail to live up to the standards
set. Again, fewer than 20% of respondents outsourcing
less than half or half to threparters of thie
application development needs are taking the trouble to
define these requements and to specithe standards
needed in the contract. For this reason, the best
practices related to application development and
security requirements that should be built into
outsourcing projects (Table 2) are drawn from thiose
thefi g ur u 00 thpsewith phe most experience of
outsourcing of application development.

However, it should be pointed out that attestation that
secure coding best practices were followed, while
important, is by itself not enough. What is actually
needed is some level oértification that such practices
were followed, including detailed results that prove
this. There are many ways of testing applications that
will give repeatable, reliable metrics for this, including
the use of source code analysis, penetration testicig a
manual code review.

© 2008 Quocirca Ltd
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%
respondentg

Table 2: Application development and security | outsourcing

requirements to be included in outsourcing more than
contracts 3/4
Level of flaws considered acceptable/unaccepti 78
Remediation processes for serious vulnerabilitic 74

Use of user acceptance tests 70
Secure coding practices required, including

attestation that followed 68
Logging of all activity during development proci 65
Use of automated security code scanning 64

Use of agile software development methodolog 61
Use of integrated threamnodellingthroughout

engagement 61
Warranty that includes an obligation to pay for
insecure code 57
Warranty thatincludes no obligation for paying
insecure code 48

Demand strong authentication for all developer. 43
Use source code management system for acce

control 39
Demand segregation of duties enforced by
authentication 34

In order to ensure that requirements have been
followed, organisations should not only ensure that
applications delivered are audited, baiso should
specify how they require this to be done in the
outsourcing contract for eacproject. However, a
similar pattern emerges here in that those for whom
outsourcing is not a clear strategy are paying only lip
service to these needs (Figure 9). This places them in a
poor position in terms of verifying that the applications
will perform as required, without serious security
vulnerabilities presentlt also increases the risk for
these organisations that applications will fail to
perform as they should.

Figure 9: Audit requirements stipulated inthe
outsourcing contract

=

The right to audit the application delivered =

\
0

Third party audits

Use of manual analysis for audits

Use of automated source code analysis for
audits

|
10 20 30 40 50 60 70
% saying essential

Outsource more than three  -quarters ™ Outsource half to three  -quarters
¥ Qutsource less than half

Not only is the risk increased that their organisation
could be compromised by a security attack against
weaknesses in software applications, but it is also
likely that costs will be increased as such flaws
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ultimately cost more to put righShould the flav not organisation must alsensure that applications are

be caught early and result in a security breach that is thoroughly tested for security before those applications
brought into the public domain, this could have a  are delivered. Tabld outlines the most important tools

further detrimental impact in terms of the and techniques that should be used by outsourcing
organisationds brand r eput pattriers in develdping sofvarel applicatioresyain
0according tothose n t he fi gHowaver, ingr ou p
StAR contrast to the answers to guestions regarding
contract deviepment, there is much greater equality

being seen among all respondents in the use of security
tools and techniques.

The efforts taken by thoset he fgurrcande gr
seen in Figure 10. By building stringent requirements
into contracts and enforcing standards through service
level agreementand data handling procedurdgbpse
outsourcing the most do not need to worry about the

level of control handed over to outsourcipgrtners in Whilst this means that they are taking secure
terms of what types of data they are comfortable with  development processes seriously, the use of these tools
outsourcers handling, as Figure 10 shoWss can be and techniques should be contratifuaequired not

done bydetailingsuch requirements as encryption for just be expected.
data at rest and in motioannacceptable vulnerabilities
and/or vulnerability cleses,and the use of synthetic

and anonymised data for testing purposes. . . %responden
_ _ Table 3: Security tools and techniques outsourcing
Figure 10: Data outsourcers restricted from .
handling by level of outsourcing outsourcers are required to use more than 3/
Datawhose access governed by regultory Datahase layer abstraction 79
o Input validation 79
Personelywentiabie momaten Server configuration 79
Proxies 78
N Web application firewalls 74
Data encryption 68
e ey — Operating system hardening 67
om0 @ w0 w0 0 0 Source code vulnerability scanners mustbe us 61
HOuscnmors e -qarrs SCutsuce ol e < Certification of code used from libraries 59
Certification of commercial othe-shelf

Obviously, agreements have to be in place to ensure
that the outsourcing company adheres to the legal components 58
requirements for handling any data provided to them Certification of open source code used 55

in accordancevith the laws thatorganisationsas their

customers are party to. Therefore, the outsourcing  Not all vulnerabilities are of the same risk to an
company must understand and be able to demonstrate organisation. It is the responsibility of the organisation
adherence and compliance to such areas as data to prioritise vulnerability types as to the risk they pose
protection, data leak preventicand so on. the organisation. This then definése most crical

Having taken the trouble to define what is required in vulnerabilities that must not be present in code in order

the contract, no responderitsn t he i daelr u o to}; edyGe B"S_k to their organisation. Agathere is

that handing confidential information over to greater equality here amongst organisations according
outsourcing partners is a risk as the appropriate © their level of outsourcing, but thosen 't he figur
safeguards have been built into the contratisis groupare still outperforminghe rest (Figure 11).

demonstrates a solid trust relationship between such  Figure 11: Must outsourcers ensure these

organisations and the outsourcing compahies vulnerabilities  cannot  occur?

somethingthat both sides must strive to maintain. One \ LY
breach of process or security from either side breaks satinecion |
the relationship too easilgnd, asthe researctshows, I B
with loyalty being low within the code outsourcing Cross-site scripting
market, organisations can easily decide to go

elsewhere.

Unauthorised data access

5. Reducing risk through use of
appropriate security tools

As well as specifying requirements in the contract for wosayingyes

an outsourcing project, orgaaitions must define Outsourcing more than three  -quarters ® Outsourcing halfto thiee -quarters
processes for the tools and techniques that they require ¥ Outsourcing less than half

their outsourcerb6s .dEwel opment staff t o use

Employee bypasses firewall controls

I
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The vulnerabilities shown in Figure 11 a@me ofthe
most common andre considered to be amongst the
most critical in terms of security. However, each
application developed is different and its design and
components could lead & vulnerability not generally
considered to be a serious risk in mastuations
leading to severe problems owing to the configuration
of particular code.

New vulnerabilities, attack methods and vectors also
become known at various points during thetlihe of

an application, and the outsourcer must be able to
demonstrate that they can deal with this. To gauge the
level of risk posed by each type of vulnerability
according to how it could affect a particular
application, riskrating systems can be usetb
determine how serious any flaws encountered are,
incorporating the level of risk that an organisation
would face should those vulnerabilities be exploited
(Figure 12). This provides an automated way of
proving that the most severe vulnerabilities ar¢ no
present in applications before they are accepted and
put into use.

Figure 12: What risk -ratings systems do you
require outsourcers to use?

FIRST CVSS

MITRE CWE

Risk management framework

OWASP

WASC

0 10 20 30 40 50 60 70
% saying yes

Outsourcing more than three
M Qutsourcing less than half

-quarters ™ Outsourcing half to three  -quarters

6. Testing for

security

Since security should keekey criterbn for acceptance

of a software application developed by an outsourcer,
organisationsnustrequire thatnitial security testing is
done by outsourcersThis should not, however,
absolveorganisationgrom theneed to testhe security
themselves oto have independent validations done.
For one thing, this denies an outsourcing provider the
chance to claim that thepplication was signed off by
the organisation to which it is delivered in the case of
dispute.As shown in Figure 9, above, it is considered
best practice to write into the contract that the
organisation has the right to audit the application
before accefance.

applications

As Figure 13 shows, requiring outsourcers to perform
initial testingis a best practice that is not lost on the
most experienced outsourcers. Those still developing
their outsourcing programmes would do well to
emulate this, since performing testshouse is a more
expensive option and requires that the organisation has
sufficient qualified resources to conduct those tests. As

© 2008 Quocirca Ltd
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a general rule of thumb, testing in general, not just for
security, eats up around 25% to 30% of an application
development project in terms of time, resources
required and cost of testing

Figure 13: How are applications tested for

security?

Outsourcing more than three  -quarters

Outsourcing half to three  -quarters

Outsourcing less than half

L -

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

By outsourcer ¥ By an independent third party Done in -house

Organisations outsourcing the development of software
applications should also define the most serieuiers

for which the outsourcer should ensure that tests are
conducted. As Figure 14 shows, this is a requirement
set among the majority of organisations, althotigg

fi g ur u o stilgpertonrpthe best, redung overall

risk of failure of applications delived.

Figure 14: Do you require outsourcers to test
applications for the following errors?

Improper access, authentication or
authorisation controls
Outsourced code contains malicious time
bombed event
Hard -coded password allowing access to
database

Insecure network communication

Sensitive data written to file systems
unencrypted

User input containing malicious code
Lack of logging capabilities

Mishandled error conditions

0 20 40 60 80 100
% saying yes

Outsourcing more than three
¥ Qutsourcing less than half

-quarters ™ Outsourcing half to three  -quarters

In order to ensure that applications are tested
thoroughly, including at different stages of the
software development lifecycle, organisations should
specify the sorts of security testing techniques that
must be used by their outsourcers.

As Figure 15 shows, the majority of organisations
interviewed take the trouble to specify what testing
techniques should be used, with the greatest efforts
being taken by those n t he 0 ghowaver,
this also means that the organisation doing the
outsourcingmust clearly understand the benefit of each
of these approaches and what value they bring to the
overall testing process in order to be clear about what
they require to be used.
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Figure 15: Which methods must outsourcers
use for testing applications?

Automated source code analysis

Automated penetration testing

Detect tracking systems for security issues

Manual penetration testing

Manual code reviews

Binary code analysis

Fuzz testing
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Finally, it is one thing to require that applications are
tested for secity defects before they are delivered,
but how can the organisation that is outsourcing
development of an application ensure that those tests
have been carried out?

As Figure 16 shows, the vast majority of organisations
either perform their own tests cequire some form of
validation of the testing results. This is positive,
although those that have not taken the trouble to define
what security tools and procedures should be used in
development, as well as how applications should be
tested by outsourcersnay find themselves with a
delayed projectand potentially cost overrunsas
application flaws are uncovered just when
organisations thought ¢happlication waseady to be

put into productive use.

Figure 16: How do you ensure security tests
have been carried out?

Ad hoc tests performed in  -house

Certification by outsourcer

Third -party validation

Require test results to be passed to our
organisation

-]
No formal process for checking tests done H
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-quarters ™ Outsourcing half to three  -quarters

7. Outsourcing to  external
service providers
A fastgrowing strategy being seen among

organisations today is that of the hosting and
management of their software applications to external
services providers. Figure 17 shows that the use of
these services is greatest among those vertical
industries that arené mostreluctant to outsource the
actual development of software applicaténsamely,
financial services and transport organisations.

© 2008 Quocirca Ltd
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Figure 17: Use of external service providers

for hosting or managing applications —Cloud computing platform
for application we
developed

P )
Other large Do not use such services

enterprise
70 —Service provider hosting
60 application in 3P data

centre X
—Software as a service

business application

Transport Retail

" Public sector

Finance

In these vertical industries in particular, organisations
are most likely to develop their own applications for
hostig and management by outsourced providers, or
to use services such &eftware as aService (SaaS).
Where organisations use external service providers to
host inrhouse developed code, they will often rely on
those partners or other third parties to proadelon
code and other services that extend the value of the
software. With SaaS, integration with other internal
systems must be achieved, often requiring some level
of customisatioror addons to codehat could impede
the performance of other applicatn

This survey looked to uncover the rigahat is used in
gauging the security of the services provided by such
outsourced service providers. Figure 18 shows that
security is a key criteon for manyorganisations that
are outsourcing their applicatiomosting to external
service providers.

Although the results do not vary much by industry,
organisations inthe i g u r u 0 argapmyng the
most stringent requirements to outsourcing contéacts
namely, those in the public sector and retail
organisationd and still slightly outperform those in
other industry sectors.

Figure 18: What criteria are used to gauge the
security of services offered?

Mandate performance criteria expected

Specify thatadd -ons to applications
developed by 3Ps are tested for security

How integration is handled

Require assurances over data privacy

Expect service provider to take
responsibility for security incidents

Mandate controls over who accesses data
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70 80 90 100
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This same pattern can be seen in Figure 19, which
shows thatthose n  t h e #f geguireithe npsto up
strict security architectures from their outsourced
service providers. However, nfncial services
organisations could do more to learn from their peers

in other industries and should consider beefing up their
requirements for security.

Figure 19: What security architecture do you
require from external service providers?

Finance
00

Public

sector X

Transport

—What certification
outsourcer has

—Applications must be
hosted on dedicated server

—Robust physical security
controls

Other —Regular audits of security

Retail large
enterprise Site visits

—Virtual machines may be
deployed
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8. Conclusions These safeguards include not only taking the time
upfront to ensure that all expectations and
As this report showssuccessful outsourcing benefits responsibilities are built into a workable contraaut
from an awareness of the likely challenges and risks also that all applications have security built in from the
that outsourcing can pose. Rbpse organisations with ground up and that they are tested for security as a

the most experiengesuccess is much more likely, and requisite for acceptance.
their established best practices can provide a roadmap
for others to follow.The stark differences in many
places uncovered between tlgoup of leaders,and
those with less experience in development outsourcing
demonstrates a major gap between what can be done,
and what many are actually doing.

As well as this, organisations outsourcing application
development must ensure that they have the right to
audt the application, or have it independently verified,
and that remediation processes are in place for dealing
with anyflaws uncovered.

Making use of th best practices detailed in this report, Dealing .W'th these processesi_ IS not ogly blecomlng
basedonthanal ysis of the respd¥§edNPytang mastt) E%O'C%' u rdgvglopment
group, should provide anyone looking at outsourcing outsourcing Increases, baiso as more organisations
development with greater peace of mirdreating undertakg newer[astemerglng types .Of application
upfront security requirements and deliverables, as well outsourcing where applications, including the data they

as specifying the means through which they will be contain, are hosted by third parties, or where service

measuredwill lower risk and result in a more secure _prowdelrs write adfzbns 'to appllcatlons, su.ch as IS
work product, delivered on a more predictable increasinglyhappening with delivery mechanisms such

schedule, that will also reqei less maintenance over asSoftwareas a?ervice(SaaS.) Best praptices gleaned
time from more traditional outsourcing projects will be of

help in deriving greater value and reducing risk in
With the proper safeguards built into outsong these types of services as well.
projects, organisations will be able to achieve their
ambitions of increased speed of software application
development and reduced cd@stat the same time as
they shield themselves from the risk of project failure.
This will also allow them to build peatable processes
that can more easily be repurposed to ensure the
success of subsequent projects undertaken.

Table 4: Summary of best practices for outsourcing of application development

Take time upfront to consider the baseline goals for each project, especially rec
requirements related to staff expertise at outsourcer.

Establishthe appropriate level of security that must be built into development procedure
each application and write these into the contract.

Ensure that remediation processes are built into the contract defining actions to be taken
things go wrong.

Define the appropriate application development tools and procedures to be used and st
these in the contract, including the right to audit the application.

Specify in the contract what security tools and techniques must be used in order to gungi
applications being delivered that contain vulnerabilities.

Make outsourcers responsible for initial testing of applications and specify what outsc
should test for and what testing methods they should use.

Do not leave all testing up to theutsourcer. Organisations should perform their own test:
require independent validation prior to acceptance.

Extend the same best practices to f@&sherging forms of outsourcing, such as cloud computir
Software as aervice.

However, in suchenvironments, demand greater controls over the physical securit
outsourcing providers.
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APPENDIXA
Interview sample distribution
The information presented in this report was derived from 200 interviews with those responsible for outsourcing of

software application development from those undertaking significant amounts of outsourcing among the largest
organisations in five verticakstors in the UK and the US. The interviews were completed in September 2008.

Distribution of the sample by geography and industry was as folleigysrés 20 and 21):

Figure 20: Sample by geography

Figure 21. Sample by industry

Transport
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