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Standardised Battlespace SOA

Enabling Network Centric Operations through the provision of inclusive,
adaptive information networks in harsh and rapidly changing situations

The battlespace environment presents a distinct set of issues that have been a challenge historically for information
technologies (IT) and traditional architectural approacheke inherent demands of the battlespadacludethe availability and
reliability of information systems, with appropriate and available bandwidtfor data transference, and totakecurity. The
emergence of service oriented architectures (SOA) and web services present a means of bringing a high degree o
standardisation tothe fore. Suchan approachcan deliverlong-term benefits andenabledefence forces to embrace and utilise

new functionality rapidly and asosteffectively aspossible.

e Responding to the increasing dynamics of the modern battlespace is more complex and demands a faster
response than ever before:
As defence forces seek information superiority in the battlespace, there is a consequential demand for a far
broader linkage of information systems than previously considered technically possible. There is now the
expectation that platforms and individual soldiers are linked to increase situational awareness, improve inclusive
decision-making and, most importantly, respond to the demand for increasing speed and accuracy in the
application of force. SOA provides the best means of doing this, bringing existing systems and new functional
components together in a secure manner such that data resources can be rapidly accessed and acted on.

e Solutions need to scale down to the battlespace itself:
New technology solutions that only scale down to an existing portable computer format, such as a hardened
laptop, are no longer sufficient for battlespace situations. The need to scale down to monitors and actuators, and
to provide direct information to individuals on the ground through highly specialised equipment means that
information has to be able to be exchanged with far smaller devices than in the past.

e  Whereas full SOA capabilities may not be appropriate in certain operational scenarios the architectural
approach allows network scalability through rapid and flexible topology adaption:
The enterprise service bus (ESB) provides a core capability within a SOA, maintaining connectivity and data
transport across the various components. . & & G NRA YYA Y 3¢  dpefific Bagabilities, 2apidLshslEoi@ih
to respond to low-bandwidth or to discrete devices deployed across the battlespace becomes possible.
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e A federated approach to ESB design ensures optimal data fidelity:
Maintaining completely disparate ESBs is no better than maintaining completely separate applications. Therefore,
each ESB must be able to integrate with other ESBs in a completely transparent and contextual manner using
open architectures and open standards wherever applicable.

e Solutions need to be rapidly deployed, with functional redundancy being an inherent element of every design
solution:
A SOA approach, when combined with meshed communications and data transport mechanisms, means that
systems can be rapidly deployed. Core services can be deployed first, and other functionality can be added as
required. Redundancy can be provided through using low-cost commodity items where functionality can be taken
over by neighbouring devices should any individual item be destroyed or compromised.

e The demand for timely decision-making and the accurate application of force increases the demand for
adaptive and secure networking:
A SOA architecture, using a broker-based approach, provides the means of adding individuals, groups and other
networks in order to better access operational and intelligence data through information management strategies.
These strategies place priorities on pushing information, or enables organisations to pull information, as needed.
Connectors, via the ESBs, enable different types and versions of security found in different environments to
interoperate, while using the broker as the main point of security means that any entity can be removed or
added to the systems as the circumstances dictate.

Conclusions

SOA is not a new approach and is proven within the commercial sector. Although the battlespace has distinct
requirements, SOA has been shown to meet these requirements across the whole command chain and also to provide
the flexibility and scalability demanded for all battlespace situations, from the application of force to combined
peacekeeping scenarios or humanitarian situations. Additionally, SOA is applicable where networks must support
multi-level security scenarios with the need for rapid interoperability between armed forces from disparate and non-
traditional contributing nations, local police and NGOs involved in earthquake, tsunami or famine situations.
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1. Introduction

The modern battlespace is, by its very nature, a highly dynamic environment. Communications need to be highly
flexible, with wireless being the main means of communicating voice and data, and redundancy of communication
paths is a necessity.

The battlespace environment presents a distinct set of issues that have been a challenge historically for information
technologies (IT) and traditional architectural approaches. The inherent demands of the battlespace include the
availability and reliability of information systems, with appropriate and available bandwidth for data transference,
and total security. The emergence of service oriented architectures (SOA) and web services present a means of
bringing a high degree of standardisation to the fore. Such an approach can deliver long-term benefits and enable
defence forces to embrace and utilise new functionality rapidly and as cost-effectively as possible.

It is also apparent that few battlespace operations are now carried out in isolation. Formal alliances may not be as
dynamic as in previous times, but there is a strong need for tactical agreements between forces, for example under
UN control, or where groups have to face a common foe at a more tactical level. Indeed, many situations are far more
concerned with nominal peacekeeping exercises than with archetypal war zone situations. However, without the
correct information and without the capabilities for information to be passed between the various teams involved in
such exercises, the antagonists within the situation cannot be effectively monitored, and proactive policing of
situations becomes problematic.

This is further complicated by the increasingly common need for non-governmental organisations (NGOs) to be
included in many of the new battlespace situations. For example, within the current Iraq and Afghanistan situations,
new local bodies (for example the new security and police forces) have to be included in certain decision-making
processes, yet levels of security have to be sufficient to ensure that
possible insurgent components that may have infiltrated such
groups have no capability to access other information that may be

L4 x & 1. A being shared amongst other groups. Further inclusion of groups
a I a S I O K I' outside of standard security forces, such as religious and
bringS a new humanitarian groups, only makes such situations more difficult.
OffenSIVe Capablllty Lastly, defence is the area of greatest evolution within the
tO the f|e|d, |t haS tO technology arena. As each party brings a new offensive capability
i to the field, it has to be met with better defence and counter-
be met with better offence capabilities. Speed of response at all levels, from

responding to such changing threats to enabling assets in the field
defence and to defend themselves from new attacks while providing the

counteroffence capability for them to launch their own attacks effectively, is key.

O I I—JI 0 7\ f 7\ u ) Current arenas are showing that even where defence forces are
having to deal with what would normally be termed poorly armed
forces (e.g. such as many of the terrorist threat and insurgent
situations), the capability to exploit technology can often give such

distributed and dispersed groups the upper hand. To counter this, there is a necessity for knowledge of opposition
positions, of capabilities and plans, and to communicate these rapidly and securely amongst friendly forces.

Historically, defence forces within a specific country have tended to create relatively closed systems. This has been
done for various reasons, not least of which has been the need for solid security around the information that has had
to be sent up and down the line. Even where forces have grouped together (e.g. through NATO or the United
Nations), standards have not found great favour, and much time has been spent in attempting to create secure
connections between differing systems, such that some information can be shared, while other information can be
kept back for a distinct defence group. The lack of standardised systems that meet the needs of a battlespace
environment has led to the development of specific solutions for specific problems. On top of this has been the way
that the various assets within a battlespace environment have been seen as being separate entities ¢ and as such,
different solutions have grown around, for example, vehicle telematics, voice communications, missile control
systems and environmental monitoring systems.
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This has resulted in a series of highly secure, yet ultimately inflexible, systems that operate as islands of information
and automation. Getting information on the position of various battlespace assets may be relatively simple through
the use of GPS positioning systems, yet enhancing this with details as to the current status of that asset (e.g. fuel
levels, coolant temperature, amount of ordnance on board) is difficult,
as this information may well be presented in a different format
through completely different systems. Front line command and

control centres have to apply a high degree of human intelligence to
information flows in order to provide responses to highly complex
events. This takes time, and is open to issues with how each individual
may correlate the various feeds, and can lead to errors in commands.
Such errors can lead to catastrophic situations in areas such as
GFNARSYRE & ncEspdNIs dargeding GedzhiNaBysical targets,

atlis imperative that
all available
information sources
be integrated, that

such as civilian buildings, and can create massive counter feelings to
the forces concerned. To minimise such errors, it is imperative that all
available information sources be integrated, that information flows be
automated and streamlined wherever possible and that complex
events be dealt with through standardised means before information
is presented to those with the responsibility for making the decisions.

information flows
be automated and
streamlined
wherever possible,
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There has been a move to network centric warfare (NCW) and
network centric operations (NCO). Leveraging the network requires a
more standardised and responsive platform that can provide for the -
many needs 2 F (2RI @ Q& R BothSnydéafing Witd MB S a those with the
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making the
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This document looks at the options open to defence forces looking to
create a platform for the future, where the threats are continually
shifting from conventional scenarios to unconventional situations, to
peacekeeping and other humanitarian exercises and to multi-force
combined scenarios. The aim is to gain operational advantage, and to
be able to minimise the threats from opposing forces through being better prepared, in order to more rapidly and
more effectively deal with the issues both before and as they happen.

2. SOA C a proven architecture

Main findings:
e Open standards provide the means for interoperability between heterogeneous systems

e Complex events need flexible systems to analyse and report on them

e SOA presents a long-term flexible approach to provide a more functional technical architecture

The key to creating a platform for communications and data transfer within any environment is to use open standards
wherever possible. This enables the easy interchange of information between different systems, and also ensures that
processes can be streamlined and more effective.

A service oriented architecture (SOA) is a technical platform based on open standards where applications cease to be
the main focus for the provision of solutions to the user. Instead, small discrete functions are created which can be
used as required within any process. As a simple example, we can look at the need for a timing component. Within a
monolithic application, the code for managing a timed event will be generally built in to the application itself. If there
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are multiple such applications, you have multiple different means of managing a timed event (See Figure 1). If any one
of these has a flaw within it, any dependency between the timing of events that cross the applications will fail.
Further, any integration between applications tends to be done via hard coded connections, leading to further
complexities. Within the concept of the common operating picture (COP), there may well be many different systems
with different timing capabilities built in to them. The possible variances between the timing services could drastically
affect situational awareness.

For example, if this were to happen within the targeting cycle, we can see a situation where one system could be
analysing an event, and a decision made to eliminate the target with artillery. This analysis system could be using one
timing routine, and calculates that a particular type of force should be used to destroy the target. The artillery round
to be used needs to hit the target in so many seconds, and explode a fraction of second afterwards. This information
may then be handed over to a fire control system, which repeats the calculations within its own systems and then
fires the round. If the times were to be calculated as actual times (e.g. 10:04:05 UTC), then any issues with the core
timing routines between the two systems would lead to the round being fired at the wrong time, hitting the target at
the wrong point (or missing it completely), and/or exploding at the wrong time.

Application 2

Application 4

Application 3

Application 1

Figurel: Archetypal application architecture

Now, assume that there is a single timing function. The analysis process needs to use this to calculate the required
response. It then passes this information to the fire control system, which then uses the exact same timing routine
within its own calculations. Therefore, there cannot be any issues with timing as everything refers to the same
routine. Mission effectiveness is optimised, and the communication of events among the various command and front-
line personnel involved is improved to ensure greater agility and accuracy in decision-making.

This functional reuse is central to the concept of SOA, and changes the way that the battlespace can be regarded in IT
and communication terms.
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Figure2: SOA architecture
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both a calling and a responding service. Therefore, in the above example, the timing routine can be called by any
other function that requires such granularity of timing within its own event, and the timing routine itself could call, for
example, a calendaring service should its own output need to be comparative against a higher level, known datum

point (such as a zero time/date event).

For a SOA to operate effectively, it needs a common means of transferring information between the various web
services, and from one environment to another. In the majority of cases, this is carried out via an enterprise service
bus (ESB), which contains all the functionality required for carrying out such critical tasks (See Figure 2). Therefore,
should a responding web service not be available for any reason, the call can be re-routed or held by the ESB
functionality so that the call can be effectively serviced.

oShould a
responding web
service not be
available for any
reason, the call can
be rerouted or held
by the ESB
functionality so that
the call can be
STFSOGAODSTE
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An ESB also provides other benefits. As a core component within
a system, it provides the connection points to other systems. As
well as acting as the broker between, for example, one defence

INRdzLIQa &adaeadsSvya |yR Fy2iKSNE

between new web services-based systems and existing
monolithic or proprietary applications. Through the use of
specific connectors, existing applications can exchange data with
the ESB in a manner where the ESB can then serve such
information to calling or responding services. Therefore, there is
no need to carry out immediate replacements of old systems ¢
this can be carried out when time, money and need dictate.

The reuse of web services is managed through a catalogue of
such services. By ensuring that this catalogue is the central point
for accessing the web services, re-use is more effective, with
developers being able to see what services are already available
during their work. Indeed, such catalogues should provide a
great deal of information on the capabilities of the service, such
as throughput capabilities, how many calls it can service in a
given period of time, what inputs it requires and what outputs it
provides.
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concept of an overall application that provides a solution to a specific problem. However, we have a level of
granularity within the system that gives greater flexibility. Using our previous example, if a better timing web service
is found, it can replace the existing timing web service, and all other services that use this timing service will be

automatically upgraded.

A SOA environment also enables data to be dealt with more effectively. For data that is associated with an
application, it is often the case that the data is specific to that application, and access to the data has to be carried out
through the application itself. If the data is needed by a different application, then hard coding is generally required
to carry out extract, transform and load (ETL) activities on the data to move it to the database that the new
application uses. However, a SOA can provide direct connectors to databases, creating a means of federating them in

©Quocirca 2009

Case Study Eimish Defence Forces

The Finnish Defence Force (FDF) is increasingly being employed in global situations, whether these are
conventional military operations or more humanitarian activities. These situations mean that the FDF must

have access and provide inputs to its own and oli K SNJ INR dzLJQa Ay F2NNI (A 2)

effective. These groups can be other defence groups, emergency services, hospitals and diverse civilian
groups.

¢tKS C5CQa 2fR aeadsSy YSIyid GGKFG AdGa 02 YXemywers
developed independently and in single service stovepipes. This situation has focused the minds of many
within the FDF, and led to the use of a Deployable COTS (commercial off the shelf) Network (DCN) in
Kosovo for the Finnish Kosovo peacekeeping force, so that military and non-military communications
systems could be integrated.

This has led to the FDF introducing the Finnish Network Enabled Defence (FINED) initiative in 2003, using

b21AL [/ 2YYdzyA Ol A2y Q&owd dataSidsiwbiyh Ovss Deguk 1A 1909NBINED] whsy 3

aimed at producing a system for the future that could be implemented within a very short period of time
GAOGK YAYAYdzY AYLI OGO 2y GKS C5CQa OFLIoAfAGAS

FDF chose IBM as a core partner in the programme, and is using standard COTS packages (such as Oracle,
SAP, Tivoli and Lotus Notes) as core applications and services. IBM has created access to these using SOA
constructs in such a manner that each of these can be accessed as common services across the FDF. The
approach, however, meant that a high degree of experimentation would be required, and this was seen as
presenting a high level of risk to FDF should this be carried out internally. Therefore, IBM created a
Network Centric Operations Centre of Excellence (NCO CoE) at its own facilities in Helsinki, so that
innovative approaches could be investigated at no risk to FDF. IBM utilised its Innovation Hub model, to
leverage existing innovative ideas and to demonstrate proof of concept (PoC) capabilities in very short
timescales.

While FiNED is still in development, FDF is already seeing benefits from the completed PoCs. IBM has
demonstrated how SOA can scale from massive systems down to laptop devices working in disconnected
mode, with information synchronisation occurring as soon as a network is available, thus enabling
information certainty. IBM has also demonstrated interoperability with other NATO systems, mapping
b! ¢hQa b/o¢! [/ 2NB 9YGSNIINARA&AS { SNIBBAOS
SEAaGAY3 O2NB &aeaisSvya Oy oS &4dz00Sa
interoperability.

FINED is a multi-stage project with different implementation phases and is due to be introduced into
service in 2012. FDF sees FiNED as a core capability for its future on the global stage.
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such a manner that the movement of the physical data from one database to another is no longer required. Instead,
the SOA uses these connectors to dynamically access the data as the composite application requires it. Through this
means, action is always carried out against the latest data available and systems are not working against multiple
instances of key data.

Within standard commercial environments, SOA has taken off as the main means of providing flexibility within their IT
platforms and networks. { h ! Ada y2g | 6§SaitSR I yR Yitiodsduile fhstdbspodsd
times, highly resilient systems and flexibility to embrace existing systems. Therefore, taking an existing SOA approach
as a basis for the design and development of networks within the battlespace means that the proven capabilities and
the use of market-based standards will provide a suitable platform for creating a robust interoperable and reliable
battlespace information solution.

2.1 Security, performance and SOA

Security within a SOA architecture should be viewed as different to that within an archetypical application
environment. Whereas, within an application, security can be viewed as being distinct and specific to the application,
with data between applications being encrypted, SOA presents more issues. As services are calling and responding to
each other, trust models have to be set up and maintained to ensure that only known services are requesting and
responding. This requires the setting up of a i SOKY A OI £ GO2y (N Oli¢é o0SGsSSYy
through a trusted environment. Again, as in a standard application-centric environment, all data on the move has to
be encrypted, and here, the ESB becomes the major means of ensuring that data is maintained in a highly secure yet
highly optimised manner. Through these means, each service can be fully secured as a discrete item, opening up
connections to other services only as the trusted broker decides that this should be the case. Once the services have
been opened up to each other, any information flows are fully secured via encryption and tunnelling (ensuring that
point-to-point information flows are maintained, rather than packets of data finding their own way around the
network).

Within the technical contracts, a SOA can enforce more than just trust levels. To further drive optimisation of the
various infrastructure assets, the contract can define what the performance requirements are. For example, a
requesting service may require a single response to its request, and the responding service can therefore be
provisioned as a small service utilising only a small proportion of the infrastructure assets in order to meet these
needs. A different service may be required to respond to many requests per second or minute, in which case it will
need to be provisioned with more of the available resources. All of this can be managed through the use of a
technical contract broker.

3. SOA and the battlespace

Main findings:
e Although commercial environments do not reflect the situations found within the battlespace, modified
commercial SOA approaches, using federated ESBs, offer the best platform for such arenas

e The need for far greater granularity of data acquisition, and for far greater data volumes, means that
existing non-SOA based approaches are unlikely to provide the desired flexibility and capabilities

e Federation of multiple enterprise service buses, along with the use of meshed communication and data
transport networks, provide a battlespace-capable redundant capability

The battlespace presents a set of problems that cannot be adequately addressed through standard commercial SOA
implementations. A full commercial SOA implementation is built around the expectation of reasonable bandwidth,
generally predictable asset availability and an equivalence of functionality across the total process. Managing events
and enacting processes in a combat zone, however, means that variable levels of bandwidth and complete absence of
specific assets will have to be accounted for (See Figure 3).

Added to this is the basic heterogeneity of the zone, based both on types of assets under control and in the need to
include and exclude groups on a relatively dynamic basis. Basic commercial security, while providing an adequate
starting point in the battlespace, is not sufficient and any implemented solution must support and adhere to existing
security standards, such as those dictated by the DODI 8000 series of documents, by the NATO Common Criteria and
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so on. However, due to the need for communication and interaction with NGOs and other ad hoc members of a
particular coalition, it is also important that information can be moved and stored under more commercial security
systems where necessary.

=M
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; Battlefield
b=} H
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©
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Sensors, Main Battlefield
Monitors, Assets
Actuators
.
:
Capability

Figure3: Battlespacehierarchy

Therefore, some modifications in the manner in which a SOA is applied are required to allow for the differences and
distinct problems that are found here.

The granularity of information that can be deemed critical or useful within the modern battlespace is immense. The
demand for information is not restricted to the battlespace itself. There is a demand for a far broader linkage of
information systems than previously considered technically possible. There is now the expectation that platforms and
individual soldiers are linked to increase situational awareness, improve inclusive decision-making and, most
importantly, respond to the demand for increasing speed and accuracy in the application of force. For example,
knowing that the engine temperature for an armoured vehicle is rising provides information as to whether the vehicle
can continue in a combat situation, or whether it should withdraw. Similarly, knowing the moisture content at ground
level on a specific surface can provide the information needed as to what type and size of vehicle may safely traverse
such a surface. Sensing gases on the battlespace can dictate whether open or closed ventilation systems should be
used, or whether personnel should don specific nuclear, biological, chemical (NBC) outfits. Knowledge of the
situational aspects of mixed ordnance and other assets is of growing importance. Personnel need to be able to gain
access to this information rapidly, in a manner that makes sense to them, and to take immediate actions that can be
fed back down the line with a minimum of time lag. To manage this, it is necessary for highly specific micro-devices to
belLJ | OSR 6KSNB (KSe& NS ySSRSRX 4KSGKSNI GKA& Aad 6AGKA
person, or dotted around the battlespace itself. Tethering such devices through a wired network is obviously not an
option, and high-bandwidth wireless networks will be an unusual luxury in most situations.

However, low-energy wireless, such as ultra wide band (UWB), Bluetooth and radio frequency identification (RFID), as
well as existing citizen-based telecommunications networks such as GSM and 3G, do provide suitable means of
sending small amounts of data, such as many of these devices are dealing with. Recent advances in technology means
that higher bandwidth solutions such as WiFi can be part of the solution and emerging technologies such as WiMAX
will increasingly play a part as well. This tends to point towards a hybrid chain of data connectivity, tending to be from
the very low bandwidth, low power systems at the device level (e.g. UWB, Bluetooth, RFID, GPS), through an
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aggregation capability of mid-bandwidth systems (e.g. WiFl, Satellite) to higher bandwidth systems (e.g. WiMAX,
wired Ethernet). Any solution that has a dependency on any one particular means of connectivity, or that cannot
effectively embrace new technologies, will not be of long term use in a battlespace SOA environment.

LYRSSRY GKS OFLIoAfAGeE (2 aYSaKé gANBE Saforekatngleia®Wra A a
system can be created where the access points connect with each other, providing a single logical wireless
environment over an extended area (see Figure 4). This approach, which can be replicated at higher and lower levels

of data transport as well, means that the problems associated with a hierarchical system, such as single point of

failure and dependency on all levels of a network, can be avoided. By interleaving each technology across itself and

other technologies, should there be a failure of any discrete component within the data transport layer, this will be

countered by the built-in redundancy of that layer and, should a complete layer be compromised, then other layers

can take over the function, even if this is to a lower level of fidelity.

Access
Points

L

Wireless Mesh

! | | | \ | 1 | Access
Points

Wired Network

Figure4: Meshedwireless

Functions within devices can be set up to act as web services that can exchange data between themselves, and can
also send aggregated data up the line as the availability of more stable, higher bandwidth solutions can be provided.
Therefore, we can look at a main HQ having a fully wired environment, with secure connectivity to other systems in a
highly standardised manner, with HQ using a mix of wired and wireless, personnel on the battlespace using mid-
bandwidth wireless and battlespace devices using low bandwidth wireless systems. As a result, all command
personnel are working on the same basic network, have access to the same information and the communications
capabilities are fully streamlined. This provides the basis for information superiority.

To manage this, we will need multiple, complementary service buses providing the core functions of ensuring that
data gets from one environment to another and that this happens, no matter what, in a reliable and predictable
manner (see Figure 5). When we are looking at the need for small control devices using low bandwidth wireless
technologies, it is apparent that a full service bus, as instantiated within a commercial implementation, is not viable
nor required ¢ there is a technical need for too much in the way of resource at the compute and management level
and a surplus in capability that is just not required at this level. However, we have to have the capability for data to be
forwarded, for it to be re-routed and for it to be stored until a suitable path for routing has been identified. At this
level, a highly focused, small and efficient communication and connectivity service bus meets the requirements.

Once we move up to higher bandwidths and to environments where there will be more compute power available
(such as combat-net radios, vehicle-installed systems, front-line hardened systems and so on), we can look towards
more monitoring and reporting taking place. These systems can begin to aggregate data and ensure that it is routed
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to the appropriate upstream service, and will also add value through increasing the degree of analysis possible at
each level. Therefore, the buses at this level will need to add to the functionality seen at the lowest level with
additional data connectors, more intelligence in how the store-and-forwards capabilities operate and in recognising
and dealing with different data types.

Federated Enterprise Service Buses

Figure5: Federatedenterpriseservicebuses

At a more dedicated level, such as an operational level C2 node, better network connections to dedicated systems are
likely to be found. Here we move towards the capability to support a more typical service bus.

A major benefit of a bus approach is that it caters to individual system changes. If a hub and spoke approach were
used instead, hard coding each system to enable the integration with other systems, a complex and unmanageable
system will result. In this situation a change of any one system might result in the need for recoding and retesting
multiple integrations in the system. With a bus and connector approach, if any one system changes, all that is needed
is to replace the one connector ¢ all data transpositions and handling is carried out within the bus itself. Within a SOA,
this is an imperative. As we look at composite applications and multiple functional services, changes could have major
impact if everything was dependent on hard coded point-to-point connections. Through a bus and connector
approach, flexibility and speed of response is maintained.

@ dzaAy3a adzOK | & F SR Schihbined With furstididicddriectods,drd énsurke thiit 3N Beksddrel
and assets are working against the same data, against the latest version of the data and also within the same process
stream. Redundancy of effort is minimised and effectiveness of response is maximised. The federation allows for
focus where it is required, maximises capabilities in low-capability situations, optimises the flow of operational and
situational information up and down the command and supply chains and ensures that information supremacy can be
maintained across the battlefield and beyond.
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4. Issues and solutions

Main findings:
e Although the battlespace presents many unique issues to the provision of a flexible data and
communications network, these issues have generally been well addressed already

e Core services can be rapidly provisioned in operational settings, with additional services being applied
in a fast and efficient manner, as required by the circumstances.

e Security, while a major concern within defence groups, can be far more flexible within a SOA
environment, and can enable a more granular approach to dealing with external groups
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environment, which has proven costly and has tended to lead to large applications with limited lives. However, due to

capital cost constraints, many defence groups have had to extend the life of such applications, and have found
themselves compromised in capability and speed as well as increased ongoing operational costs. Therefore, a new
approach has to meet the specific needs of the military, yet also provide future flexibility and at an optimised cost

level. SOA is the way forward.

In a battlespace situation, there is little time to deploy systems, and physically delivering them may need to be done
in ways that mean that a high number of deployed assets may not work on delivery or within a very short time after
deployment. Therefore, any communication and data transfer system has to be capable of being rapidly provisioned,
have little or no requirement for any personnel for physical deployment and be capable of dealing with assets where
a large proportion may not be working. As discussed above, the use of meshed technologies, combined with a service
bus approach, provides the best solution for ensuring that the base communications platform for a SOA can be rapidly
deployed in a working manner. It also provides a platform for the addition of further functionality as required ¢ new
assets can be dropped into the environment and will be able to pass information up the chain directly with little or no
modification or input from human personnel.

SOA provides a capability to rapidly build up a set of core services,
with discrete functions being added as required. For example,
creating a meshed WiFi environment through the use of hardened,

seI.f-powered access p.oints can be dor.1e by dropping these f'rom low- dSOAprOVideS a

altitude air-borne units, such as helicopters, or parachuting them . i

from higher altitude air-borne units. By over-provisioning, not only Capablllty tO rapldly
will the resulting mesh be capable of allowing for any access points A

damaged on landing, but it also makes it very difficult for the QU”d UQ a set Pf .
opposing forces to disrupt the mesh, as many access points would O2 NB as N\E )

have to be taken out of service for the mesh to be completely
compromised.

As new services are added, whether through the adding of functional services upstream from mainstream
applications connected to the battlespace environment, or from discrete assets added as the network adapts to the
changing operational demands, these will be embraced by the SOA mesh, thus offering an architectural approach that
is rapidly deployable, scalable and with a flexible topology.

Also, within these discrete devices is where the communications redundancy can be built up. Through enabling low-
power and short-range radios at this level, not only can the devices use each other as a low-level meshed
communications network, but they can also often work below the radio frequency monitoring capabilities of the
opposing forces, as such radio capabilities can have ranges as short as a few centimetres (or as far as a few hundred
metres). In this manner, longer range radio transceivers can be placed away from the bulk of the main low-range
systems, in a manner that would lead opposing forces to concentrate on trying to remove these. If these more visible
assets are removed, then the key monitoring and measurement assets will remain viable in the battlespace itself,
passing information between themselves and searching out other networks where they can pass the information
further up the chain.

This approach also provides a means of optimising costs when compared with other capabilities. Costing out a
resilient network based on other approaches leads to systems that are either prohibitively expensive, or are liable to
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fail on the failure of any one single core component. By using a common SOA approach, and then being able to utilise
discrete, commoditised components, a massively redundant system can be put in place that can remain within
budgetary constraints.

Case Study &tryker Brigade Combat dm

The Stryker Brigade is a US Army brigade created towards the end of the 1990s as a rapid-deployment,
medium weight force capable of joint ground manoeuvres. The Stryker Brigade Combat Team (SBCT) has a
complex organisational structure, involving embedded reconnaissance, surveillance and target acquisition
(RSTA) capabilities, an organic military intelligence company and other functions providing an overall
OFLIoAftAdle F2N) 3SYySNIXdAy3da G4KS . NRA3IFRSQa Héhgh &
quality situational understanding.
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approach for communications and data. The SBCT is equipped with the current generation of army digital
terrestrial and satellite communications systems, along with the rapidly evolving current battle command
systems. Therefore, the SBCT has the benefits of a fully digital data and communications network, and can
utilise this to maximise the movement of situational information across the command structure as
required.

In comparing the Stryker Brigade against its closest comparable brigade (a non-digitised, light infantry
brigade working with standard networks), SBCT found that the approach provides an increase in
individual/shared information quality from about 10% to about 80%. Speed of command improved from
around 24 hours to about 3 hours. A JRTC certification exercise (CERTEX) demonstrated that SBCT
accomplished the assigned mission, cleared every building, defeated the opposing forces and decreased
the ratio of friendly to enemy forces casualties from 10:1 to 1:1.

The approach has also been extended to the supply function of battlespace logistics, and has
demonstrated that this can lead to far better support and sustainment capabilities for longer campaigns,
GKAES £26SNRAY3I (KS adzlllX @ 3INRdAzLIQa F220LINRy G 20

As the US Army replaces existing analogue communications systems in other groups, the experiences of
the SBCT will be rolled out and it is envisaged that the benefits will grow exponentially as such groups find
themselves in a better position to share situational awareness with each other on the battlespace and
along the command structures.

A well-crafted battlespace SOA solution also enables a high degree of independence in the system itself. Should a
major disruption cause a break in information transmission capabilities, a SOA environment based on a store-and-
forward messaging enterprise communication bus concept will enable information to be held at any level until the
next level becomes available again. Although this may not meet the requirements for speed of information
transmission, it is often better to get certain types of information after a period of time than not to get them at all.
Indeed, as discussed earlier, a full battlespace SOA architecture based around meshed wireless technologies will only
need such store-and-forward capabilities as a fallback position, as meshed systems should enable greater availability
of capability up and down the chain of command.

The availability of assets will always be a problem in a battlespace situation. The aim of any force is to compromise
any capabilities that the opposing force has, and this is not just at the personnel level. Increasingly, as
communications have become a critical capability, the aim of disrupting technical communication chains has grown.
As a SOA is completely dependent on communication links, it therefore becomes apparent that these links will be the
main aim for opposing forces wishing to disrupt the friendly operations. Again, meshed technologies can provide a
large portion of defence against this, but it is also recommended that standard device hardening be utilised to ensure
that such assets are protected to an extent against compressive and impact force (e.g. from being run over by a tank,
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hit by ordnance or attacked physically by battlespace personnel), while also protecting as far as possible against more
advanced attacks, such as radio frequency (RF) pulsing or frequency jamming. Here, multiple radio frequencies and RF
shielding can help maximise the effectiveness of these devices.

One of the main benefits of utilising a SOA approach is that commercial, off-the-shelf software (COTS) can be used
where appropriate. This brings in financial benefits through economies of scale, and also enables faster evolution of
such software due to the demands from the commercial sector for ever increasing functionality. Even where COTS
does not meet the exact requirements of defence forces, it can provide an ideal starting platform, with modifications
being created as external services that can be called as required. Again, the major benefits of time to capability and
speed and cost of deployment are brought to the fore.

However, the main benefit of using SOA has to be that the processes and flows of data up and down the chains of
command can be well bounded. As a process is defined, the functional services needed can be identified and pre-
staged so as to be ready as soon as the process itself is required. Once the process has been used, it can either be
saved as a composite application for re-use, or it can be destroyed, as applicable. As the process needs change, the
functional components needed to facilitate the new process can change, or the component itself can be replaced to
meet the new needs.

4.1 Security in the battlespace

In section 2.1, the issues of security in a SOA were discussed. The demand for timely decision-making and the
accurate application of force increases the demand for adaptive and secure networking. A SOA architecture, using a
broker-based approach, provides the means of adding individuals, groups and other networks in order to better
access operational and intelligence data through information management strategies that place priorities on pushing
information, or enables organisations to pull information, as needed. Connectors, via the ESBs, enable different types
and versions of security found in different environments to interoperate, while using the broker as the main point of
security means that any entity can be removed or added to the systems as the circumstances dictate. Within a
battlespace, this is of paramount concern, and it is worth looking at the specific requirements here.

Whereas a commercial environment can standardise around a single security standard, defence environments have,
by their very nature, to be more flexible. As touched on previously, not only does a single defence force have to deal
with security internally and up and down the hierarchy of command and control, but also has to deal with other
& F NA Sy R faldgincrehdikBlyjakith those deemed to be potentially hostile. This means that enforcing a single
approach to end-to-end security is not feasible and SOA provides a central means of enabling a secure yet flexible
approach to the problems. With SOA, the security broker holds all details of the various services that are available
within the overall network. It also maintains details of which individuals and groups have authorised access to each of
these services. The ESB maintains secure connections not only to the various services and applications within any
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network. Individuals coming from outside the network can be challenged to provide authentication details as required
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the services available. Similarly, applications and services external to the network can also have credentials withheld
until suitable verification can be made within the security broker system.

Further, the ESB can maintain connections across multiple security systems, in such a manner that, for example, a
3DES encrypted data stream can be incorporated into a network supporting AES.

This approach also supports the flexible federation of the network with other networks. Through these means, other
groups can be added and removed rapidly, as required, to share information sources. Even assets that have been
compromised can be rapidly removed from, and replaced within, the network, maintaining the overall functionality
and security of the whole.

Increasingly, other factors in defending such systems will also have to be considered. Already, hackers have caused
problems to major IT systems within the defence arena and it is only to be expected that cyber warfare will begin to
impact at all levels of networks. Therefore, as well as attempting to physically compromise assets, forces will work on
O2YLINBYAAAY3T GKS FaasSaQa Ol Llwérdsf Thojank &d othér KebhBothgkd mednk S
Through utilising a more standardised approach, such attacks can also be protected against through a base platform
of commercially available tools, combined with more defence-grade point solutions.
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5. Use case scenarios
5.1 Environmental monitoring

In a tactical environment, the accurate measurement of environmental variables is increasingly important. Being able
to sense the presence of nuclear, biological and chemical agents at an early stage, preferably ahead of deployed
personnel, means that personnel can be warned and can don suitable protective clothing prior to any problems
arising. Further, being able to sense pressure on a track or road can not only provide information on whether
opposition forces are present on that track or road but, if measured to the correct granularity, can also provide
detailed intelligence on the number and size of assets involved.

Also, being able to measure air temperature, wind direction and other aspects of the environment can help in
targeting non-intelligent ordnance.

Therefore, by distributing small, highly specific devices within a SOA-enabled battlespace, such information can be
measured and reported up through the chain of federated service buses so that other systems or personnel can make
decisions based on the aggregated data. By ensuring that the data is available in a standard format, this can be
directly and rapidly utilised within other systems and the use of connectors can ensure that the data is presented in
such a manner.

For example, let us look at the requirement to manoeuvre a tactical vehicle formation through a high-mountain gorge
during the spring thaw. The gorge impedes good observation and fields of fire, increasing the threat from the
commanding elevations on either side. Micro-climatic conditions within the gorge could lead to warmer spots where
the ground could be muddy or slippery. The non-tracked or heavy vehicles in the convoy could find the going quite
difficult ¢ they could become more vulnerable at a time of increased threat. By scattering temperature and humidity
sensors throughout the gorge, either via manned or unmanned aircraft, combined with a capability to aggregate data
through a meshed data network system, the local commander can make an informed decision with the needed
information at hand about which vehicles can safely pass through the gorge.

L.aQa b/ h {h! -ffpPodz¢sRHe fededtyd ESB apabilities that enables the low-end data collection,
aggregation and delivery capabilities that such an approach requires.

5.2 Vehicle telematics
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carriers, armoured vehicles and robotic systems to planes, helicopters and aerial drones. These all have differing
requirements as to engine temperatures, amount of cooling fluid needed and fuel volumes, as well as the need to

broadcast their position to friendly forces, while remaining hidden from opposing forces.

For example, armoured vehicles in desert conditions are highly stressed. Air filters can be easily blocked by sand; air
temperatures are already high, and the need for multiple temperatures to be measured and maintained means that
internal systems to be monitored by on-board personnel would be essentially useless. However, temperature sensors
are, in themselves, cheap and light, and can be easily deployed in large numbers within a vehicle. The challenge is
then to aggregate the data and make it available to up-stream systems where decisions can be made and actions
advised to the vehicle crew.

L.aQaF {hLIWNRI OK YSIya GKIG GKS AyTF2NXYIFdGA2y OFy 68
communications systems, or via external meshed communications networks, in a secure manner. Systems at the
tactical command centre, or even at a higher command level, can then monitor the data and events can be raised if
key temperature limits are tripped. In many cases, these events can trigger automated down-stream actions to
ensure that temperatures are brought back in line. In exceptional circumstances, an event can be raised to a local
commander so that a decision can be made on what action is needed. This action can either be automatically
triggered within the vehicle, or can be passed down to the vehicle crew for further action.
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5.3 Command and control chains

Ensuring that decisions are made on all the available information, when split seconds can make the difference
between life and death, is the ultimate need within a battlespace environment. The wrong identification of an asset
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opposing forces are can lead to decisions to send assets either to a position where they will add little to the overall
strategy, or can put them in distinct danger.
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are then dependent on the speed of response from other soldiers and on any problems in understanding or reporting
forced by the heat of the situation. It is imperative that information sources be verifiably accurate, that the data be
timely and that actions can be reliably taken based on the aggregated information.
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functions to work side by side. The ESB capability enables fast information flows between heterogeneous systems,
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down the command chain, and decisions can be more automated. Therefore, a far greater level of information
superiority is maintained and fewer errors are made in the extreme circumstances of the battlespace.

6. Conclusions and recommendations

Although the battlespace is a distinctly different environment when compared to standard commercial environments,
the capabilities of SOA within the commercial sector provide a proven starting point when approaching the issues of a
battlespace scenario.

The use of an ESB construct provides the means of not only connecting disparate applications and functions at a high
level, as seen within the commercial sector, but also in aggregating and moving data between highly specialised
discrete monitors, actuators and devices within a battlespace situation. Although best served through the use of
specialised ESBs that can be fitted to the actual requirements and capabilities available, the information can be
aggregated along the command chain by federating these ESBs to enable information flows both up and down the
line.

Such a federation of ESBs enables a highly responsive and secure system. When a SOA approach of discrete functional
components is combined with a broker that manages security and performance contracts, defence and battlespace
systems can be opened up to include other defence, civil and NGO groups to enable information sharing. Further, the
approach means that these external groups can be easily, rapidly and effectively excluded from the network should
they be deemed to be compromised. Only through such a means will information superiority be achieved and
maintained.

The capability to rapidly provision core services is a key differentiator for SOA systems when compared to traditional,
application-centric approaches. Through the use of discrete assets that can talk to each other and to higher level data
transport meshes, an operational system can be deployed within hours. Extra devices and functional components can
then be added as required to reflect the changing needs of the situation. This approach also provides a cost-effective
means of providing a battlespace-hardened solution. Full physical hardening of each device is not required, as a high
degree of redundancy can be built in to the overall solution. If any devices are destroyed or otherwise compromised,
others can take on their workload or could, indeed, be replaced through the simple deployment of further devices.

SOA is not a new approach, and is proven within the commercial sector. Although the battlespace has distinct
requirements, SOA has been shown to be able to meet these requirements across the whole command chain, and
also to be able to provide the flexibility and scalability demanded for all battlespace situations, from the application of
force in Chapter 7 situations to combined peacekeeping scenarios or humanitarian situations, where networks must
support multi-level security scenarios where there is a need for rapid interoperability between armed forces from
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situations. Quocirca recommends that a highly scalable SOA architecture be employed. From device to individual,
from vehicle to command centre, from battlespace command centre to operational level command and control
nodes, across internal defence groups to external defence and civil groups, SOA provides the only means to operate
flexibly in a secure and responsive manner.
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About Quocirca

Quocirca is a primary research and analysis company specialising in the
business impact of information technology and communications (ITC).
With world-wide, native language reach, Quocirca provides in-depth
insights into the views of buyers and influencers in large, mid-sized and
small organisations. Its analyst team is made up of real-world
practitioners with firsthand experience of ITC delivery who continuously
research and track the industry and its real usage in the markets.

Through researching perceptions, Quocirca uncovers the real hurdles to

technology adoption ¢ the personal and political aspects of an
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demonstrable business value in any implementation. This capability to

uncover and report back on the end-user perceptions in the market

enables Quocirca to advise on the realities of technology adoption, not

the promises.

Quocirca research is always pragmatic, business orientated and conducted
in the context of the bigger picture. ITC has the ability to transform
businesses and the processes that drive them, but often fails to do so.
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process enablement through better levels of understanding and the
adoption of the correct technologies at the correct time.

Quocirca has a pro-active primary research programme, regularly
surveying users, purchasers and resellers of ITC products and services on
emerging, evolving and maturing technologies. Over time, Quocirca has
built a picture of long term investment trends, providing invaluable
information for the whole of the ITC community.

Quocirca works with global and local providers of ITC products and
services to help them deliver on the promise that ITC holds for business.
v dz2 OA NI | ndldde Ooatleh Migfoldodt, IBM, 02, T-Mobile, HP, Xerox,
EMC, Symantec and Cisco, along with other large and medium sized
vendors, service providers and more specialist firms.
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