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Percentage saying external users are 
provided access to internal systems

Source, Quocirca, ñThe Distributed Business Indexò, 2008
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Percentage of employees working 
remotely at some point during a week

Source, Quocirca, ñThe Distributed Business Indexò, 2008
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Causes of data loss ðmostly internal

Employee oversight

Poor business process

Manager approved

Malicious

Other

Source, Symantec, Risk 

Assessment Findings, 2008
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Other incidents
Non-secure disposal

Lost in transit
Technical/procedural failure

Lost data/hardware
Data disclosed in error
Stolen data/hardware

Number of incidents

Self-reported data breaches - Nov 08 to Aug 09 -

UK FOI request

Total = 356 => 1 per day



Ignoring the internal threat
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Deny
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policy
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Don't know

Do employees implement back door solutions for
IM, VoIP, web conferencing etc.

Source, Superhighway at the Crossroads ïQuocirca, September 2008
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2.7 3.2 3.7

Share with unauthorised external users

Copy to mobile device

Share with unauthorised internal users

Post on the web

Transfer it to memory sticks

Print

Send by web mail

Send by corporate email

Confidence to protect data when used 
legitimately in the following ways

Scale from 1 = ñnot 

confident at allò to 5 = 

ñvery confidentò

From forthcoming Quocirca DLP report to 

be published in 2010



Cost of data breach

Direct Indirect

Fines
Disclosure
Asset loss

Reputation
Customer loss
Share price
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