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Not a new problem

" Print and fax

>
FTP

>
Email

>
Web

>
IM

Blogs, wikis, RSS

Social networks/
virtual worlds
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Data, information or content

Content generators

A Create data
Q7771077100
,;2772’7’5 fieny and

N information
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The resellers dilemma

Italy
Spain
France
Germany
USA
UK
Canada

0% 20% 40% 60% 80% 100%

B General IT ™ Security specialist

Research by Quocirca 2008ypes of reseller
600 reseller managers (400 Europe, 200 US/Canada)
With security products in their portfolio
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Revenue from IT security products and services?
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50% 60%
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90% H All
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Research by Quocirca 2008ypes of reseller
600 reseller managers (400 Europe, 200 US/Canada)
With security products in their portfolio

© 2008 Quocirca Ltd 11



quocirca

Business and IT Analysis

Primary reseller target markets

Bl Enterprise
Mid-market
SMB

W Small business
Public sector
SOHO

B Consumers

Research by Quocirca 2008ypes of reseller
600 reseller managers (400 Europe, 200 US/Canada)
With security products in their portfolio
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How strongly do you agree quocirca

with the following statements? Business and IT Analysis
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Security specialists will
always be needed

Points solutions are best for
new threats

Infrastructure vendors do
not have skills

IT security will become
embedded

57 Stronglyagree H4 HE3 N2 M1li Completely disagree

Research by Quocirca 2008ypes of reseller
600 reseller managers (400 Europe, 200 US/Canada)

With security products in their portfolio
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Impact of Microsoft entering quocirca
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Which statement most closely matches your view?

Will continue to source IT securit
products from current partne

Will make use of Microsoft securit
capabilities where we ca

Will continue to buy from existing
suppliers when Microsoft capability i
inadequate

We consider that Microsoft can no
cover mo s t of our
requirements

ersod6 |I'T security

0% 10% 20% 30% 40%

Research by Quocirca 2008ypes of reseller
600 reseller managers (400 Europe, 200 US/Canada)
With security products in their portfolio
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Local

National

International

0% 20% 40% ©60% 80% 100%

Local expertise is a critical value add

A Local language
A Local applications
A Local culture
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Nationwide & just a laptop theft?

Nationwide

proud to be different

FSA fine: £980K
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Cost of data breach

Direct Indirect

Theft Reputation
Fines Customer loss
Share price
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Employee €mails porn to nun

Scientist takes secret designs to competition

Schoo] Wireless network not Secure

minister’s plackberry stolen

Credit card data stolen by hacker
I aptop left o1 frain
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Compliance and disclosure

Government and EU regulations Industry regulations

European = -
~ Security
Human Rights )
THE DATA Law i Standards Councll

PROTECTION
AcT 1998

WA
MIFID? %

An Introduction

Your routeto A~
best practice, %

Miscellaneous

Non -Disclosure

sarbanes-Oxley
Agreement

DUMMIES
Software Licence
Agreement

A Reference
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and CFOs
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- Lol Aty
A7
mgu N
© 2008 Quocirca Ltd :

20



quocirca

Business and IT Analysis

The main sources of data leaks

External T Malwarei
spyware, phishing,
Pharming etc.

Internal - Employee r
carelessness/stupidity
and/or poor policy

External 1
Hackers

Internal T Employeemalice
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M Employee oversight

B Poor business process
.| Manager approved

1.1 Malicious

i Other

Source, Symantec, Risk
Assessment Findings, 2008
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Do employees implement back door solutions for quocC Irca

IM, VoIP, web conferencing etc. Business and IT Analysis
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I

Source, Superhighway at the Crossrdd@aocirca, September 2008
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Use of Web 2.0 technologies in businesses

.| Heavily

1 Moderately
Wl Sparingly
H Not at all

Source, Quocirca, Why
Application Security is
© 2008 Quocirca Ltd Crucial, March 2008 ,,




Policies and technologies for Limiting or quocirca

blocking use Business and IT Analysis

L1Yes

.1 Working on creating
them

Il No

Source, Quocirca, Why
Application Security is
Crucial, March 2008
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Ignoring the insider threat

sustoosfoness
7
A
Desire
to trust _
Provide
access Weak
policy
Deny _
Avoid bad
press
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Money

Coercion R T
e
—= (A IT Security il

ldeology J Interviews
g (T2

e i
QUPONT :
Oct 2005
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Number of organisations worldwide targeted by quocC Irca

phishing attacks by month (March 2006 to June 2008) Business and IT Analysis
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Hacking

i) AMERITRADE.

Holding Corporation
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Policy should:
1. Aim to prevent breaches
2. Detall how breaches are handled
3. Be reviewed date in light off
A New technology
A New legislation
A New business processes

Services opportunity

A Precede technology
A Justifies technology investment
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Aim of policy

To define how people

- PN
#//m =

Handle content
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Percentage saying external users are quocirca

provided access to internal systems Business and IT Analysis
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Source, Quocirca, The Distributed Business Index, March 2008
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Standard starting points

1ISO 27001

o N ,
GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY
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Consequences for IT security

Security
A

People

Content

Servers and end po

Network

Time
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A world of risk 8 the need for quocirca
content - filtering Business and IT Analysis

Insider Outsider
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