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Percentage saying external users are 
provided access to internal systems

Source, Quocirca, The Distributed Business Index, March 2008
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Use of laptops
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Percentage of laptops

1,200 European and US small and mid-sized businesses, 2006 



Use of mobile devices
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Employee use of mobiles to access IT

1,200 European and US small and mid-sized businesses, 2006 
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Data, information or content

Content generators

Create data 

and 

information
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Nationwide ðjust a laptop theft?

FSA fine: £980K

10© 2008 Quocirca Ltd



Cost of data breach

Direct Indirect

Theft

Fines

Disclosure

Reputation

Customer loss

Share price
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Compliance and disclosure
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Government  and EU regulations Industry regulations

US and other non-EU regulations Miscellaneous

Non -Disclosure 

Agreement

Software Licence

Agreement



The main sources of data leaks

Internal

Employee carelessness/stupidity

Broken business processes

Poor policy

Internal ïEmployee malice

External ïMalware ï

spyware, phishing, 

Pharming etc.

External ï

Hackers
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Causes of leaks ðmostly internal

Employee oversight

Poor business process

Manager approved

Malicious

Other

Source, Symantec, Risk 

Assessment Findings, 2008
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Definitely
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Do employees implement back door solutions for
IM, VoIP, web conferencing etc.

Source, Superhighway at the Crossroads ïQuocirca, September 2008
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Use of Web 2.0 technologies in businesses

Source, Quocirca, Why 

Application Security is 

Crucial, March 2008

Heavily

Moderately

Sparingly

Not at all
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Yes

Working on creating 

them

No

Policies and technologies for Limiting or 
blocking use

Source, Quocirca, Why 

Application Security is 

Crucial, March 2008
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Internal threat - malice

Money

Coercion

Ideology

Oct 2005
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http://bookshop.blackwell.co.uk/jsp/id/IT_Security_Interviews_Exposed/9780471779872


Ignoring the internal threat

Desire 

to trust
Provide 

access

Avoid bad 

press

Deny

Weak 

policy
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Number of organisations worldwide targeted by 
phishing attacks by month (March 2006 to June 2008)

Source, MarkMonitor ïOctober 2008
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Hacking
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The need for policy
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Policy should:
1. Aim to prevent breaches

2. Detail how breaches are handled

3. Be reviewed date in light off

Å New technology

Å New legislation

Å New business processes



Aim of policy
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To define how people 
(internal and external)

Handle content



Standard starting points

ISO 27001
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People

Servers and end points

Consequences for IT security 

Content

Network

Time

Security
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The encryption conundrum

The right data needs to easy to share, with 

the right people and at the right time
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Managing end - points
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User access devices USB Mania



End of life
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DLP ðdata leak prevention

Policy

HTTPWeb Mail

Print

FTP

SMTP

Web 2.0

USB

Blogs
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