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Not a new problem
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Data, information or content

Content generators
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Nationwide & just a laptop theft?

Nationwide

proud to be different

FSA fine: £980K
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Cost of data breach
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Compliance and disclosure
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The main sources of data leaks

External i Malwarei
& ™ spyware, phishing,
Pharming etc.

Internal
Employee carelessness/stupidity
Broken business processes
Poor policy

External 1
Hackers

Internal T Employeemalice
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Use of Web 2.0 technologies in businesses

.| Heavily

1 Moderately
Wl Sparingly
H Not at all

Source, Quocirca, Why
Application Security is
© 2008 Quocirca Ltd Crucial, March 2008




Policies and technologies for Limiting or quocirca

blocking use Business and IT Analysis

L1Yes

.1 Working on creating
them

Il No

Source, Quocirca, Why
Application Security is
Crucial, March 2008

© 2008 Quocirca Ltd 17




quocirca

Business and IT Analysis

Internal threat - malice
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Ignoring the internal threat
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Hacking

i) AMERITRADE.

Holding Corporation
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Policy should:
1. Aim to prevent breaches
2. Detail how breaches are handled
3. Be reviewed date In light off
A New technology
A New legislation
A New business processes
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Aim of policy

To define how people
(internal and external)

- PN
#//m =

Handle content
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Standard starting points

1ISO 27001

o N ,
GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY
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Consequences for IT security

Security
A
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Content

Servers and end po

Network
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The encryption conundrum

The right data needs to easy to share, with
the right people and at the right time
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Managing end - points

User access devices USB Mania
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End of life
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DLP 0 data leak prevention

FV \eb 2.0

Web Malil HTTP
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