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IP over IP
The impact of convergence on information value



Context

ÅConvergence provides cost savings

ðVia single management

ðVia single transport

Å Convergence provides greater capabilities

ðGreater integration

ðBetter response times

ÅButé

ÅConvergence can lead to 
greater security risks
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The Lure of Convergence

ÅOne technology, one set of wires, one means of 
management

Å Brings together data, voice, video

Å Enables multi - channel businesses to act more coherently

Å But:

ðEverything is now accessible via a single transport

ðEverything is stored in a similar way

ðInformation disruption and theft is more attractive

© 2007 Quocirca Ltd



The old days

ÅData security based on discrete approaches

ðApplication security

ðPerimeter security

ðEnd Point security

ðVPN transport security

Å Encryption seen as a discrete, manual solution
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Issues

Å More deperimeterisation in the 
value chain

ðMobile workers

ðContractors/consultants

ðSuppliers and customers

Å More data at rest

ðLess of it fully secured

ðMore of it duplicated

Å More data in movement

ðCan you count on it being 
secure?
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The Perception of Security

ÅOur systems are protected by:

ðA firewall

ðDatabase security

ðChallenge/response access

ðVPNs

ðAnti - virus/spyware

ÅTherefore, we must be secure
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The Reality

Å The Firewall is like Swiss Cheese

ðPorts have been opened all over 
the place

Å Database security only protects 
whatõs in the database

ðThatõs less than 20% of an 
organisationõs data

Å Challenge/response is no answer

ðLook for yellow sticky notes stuck to the 
screen of the laptop

Å VPNs are good..

ðébut if breached, provide a secure tunnel 
back in to the organisation

Å Also ðlook at rogue WiFi access points, P2P 
software, rogue USB hardware, etc, etcé
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What needs to be done?

Å Intellectual property is carried in documents ðless so in 
application databases

Å Intellectual property should be secured at the point of 
creation

Å Intellectual property should be accessible by role and 
individual

ðBut the rights should be capable of being immediately 
revoked

ðNeed to be extended to suppliers, customers as well 
as contractors and consultants
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Encryption

ÅData encryption has been around for ever

ðBut highly technically sold

Å Data encryption should be as transparent as possible to 
the user

ÅThe use of central policies driving automated encryption 
has to be utilised
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