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What is Web 2.0 anyway? quocirca
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- Technology that allows enrichment of web applications
- AJAX, mashups

- Tools that allows sharing and data generation online
- Wikis, blogs

- Websites produced using these technologies
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Which Web 2.0 technologies are being quocirca
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Advantages for of web 2 for quocirca

bu sinesses Business and IT Analysis

- Open communications
» Networking
- Easy sharing of content
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Risks - poor communication
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HOW TO USE WEB 2.0 IN THE ENTERPRISE

HAVEN'T YOU READ
MY BLOG POST?
I'VE FIRED YOU
YESTERDAY
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PART 1:
COMMUNICATE WITH YOLR EMPLOYEES
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Risk - Data leakage

- Email address

- Employee lists

- Other corporate information
. Libel
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Risk — productivity
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Risks - external attacks

Vulnerabilities affecting Web 2.0 applications

SQL injection W
JavaScript hijacking N

Insufficient authentication
Command injection - ]
Content spoofing
Cross-site scripting
LDAP injection
Cross-site request forgery i S
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Policies and technologies for Limiting or quocirca
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Policies and technologies for Limiting or quocirca

blocking use Business and IT Analysis
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Software downloads

Webmail

Chat rooms

Social networking sites

Blogs

Instant messaging

Portable storage devices
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Conclusions

Quocirca’s report:
Why application security is crucial

Is free at

Thank you
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