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Data Leakage – it’s in the news 
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The imperative for protecting data 

 

 
We are being told we must.... ... And punished if we do not 



Increasing mobility and social 
networking 
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While consumerisation continues 
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Based on 270 telephone interview in June 2009 

Research conducted for CA Technologies, Inc. 

Quocirca Research Findings 
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2.8 3.2 3.6 4

Loss of intellectual property

Loss of personal or regulated 
information

Telecom and media Manufacturing

Government Finance

How  well prepared is your organisation to 
protect against the following risks? 

Scale from 5 = 

“very well 

prepared” to 1 = 

“very poorly 

prepared” 

Manufacturing organisations worry about intellectual property  

Governments worry about personal information 



2.3 2.8 3.3

They may take valuable or 

confidential data

Their IT access rights have 

been removed

A record exists of the 

removal of access rights

Telecoms & Media Manufacturing

Government Finance

Axis: 5 = a great 

concern to 1 = no 

concern 

When your employees leave your organisation, how 
much do the following concern you? 

The worry manufacturing has about IP is reflected in the way they 

worry about loss of confidential data – and in removal of access 

rights 



Consequences for IT security - less about the 
components, more about people and content 
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Network 

Hardware 

Content 

People 



The components of a COA 

• A compliance oriented architecture has three critical 
components: 

1. A full identity and access management systems 
(IAM) that encompasses the whole value chain 

2. The capability to search and tag data, both stored 
and when in use 

3. The ability to link people to data and define policies 
about usage 

4. The capability to encrypt data, both at rest and on 
the move 

 



What COA isn’t 

• It’s not focused on the hardware 

• It’s not focused on the network 

• It’s not focused on the application 

 

 

• It IS focused on information and data in context with the 
time and place of access by a specific person or role 

– i.e. it is about intellectual property and data privacy – 
the lifeblood of today’s organisations 
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Has your organisation deployed a full 
identity access management suite? 

0% 20% 40% 60% 80% 100%

Manufacturing

Government

Finance

Telecoms & 
Media

In place Planned for next 12 months

Delayed plans No plans/don't know

The majority of organisations do not have full IAM, and 

many are delaying plans due to the recession 



Deployment of  data loss prevention (DLP) 

0% 20% 40% 60% 80% 100%

Manufacturing

Government

Finance

Telecoms & 
Media

In place Planned for next 12 months

Delayed plans No plans/don't know

DLP is only deployed by about 25% of organisations.....  



40% 50% 60% 70% 80%

Finance 

Government

Manufacturing

Telecoms & Media 

Finance 

Government

Manufacturing 

Telecoms & Media 

Do you have a system for indentifying and 
classifying the following types of data? 

Percent 

already 

having 

system in 

place 

PERSONAL 

DATA 

DOCUMENTS 

Many organisations have limited capability to classify data..... 



Use of DLP coloured by confidence to protect 

IP and personally identifiable data  

0% 20% 40% 60% 80% 100%

No DLP - PID

Have DLP - PID

No DLP - IP

Have DLP - IP

5 - well prep 4 3 2 1 - poor prep

....they should, the evidence is clear data classification as part of 

DLP protects IP and personal data 



0% 20% 40% 60% 80% 100%

No DLP

Have DLP

1 - No conern 2 3 4 5 - great concern

Use of DLP coloured by concern over departing 
employees taking valuable data with them 

....they should do – the evidence is clear 

DLP protects data from employees intentional or deliberate actions 



Building a COA 

• Start with the data: 

– Is it formalised (in a database)? 

– Is it ad-hoc (stored on file and print servers, or 
elsewhere)? 

– Is it “clean”? 

– Is it classified and tagged? 
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Data cleansing 

• Start with high level deduplication 

– Rationalise all multiple copies of the same file 

• Rationalise data stores 

– Having multiple databases with the same data in them 
is not a good start 

– Use master data management to provide optimised 
data 

• Ensure that data is valid 

– Use full data cleansing technologies to ensure e.g. 
names, addresses, telephone numbers are all 
validated – and that duplicate customers/suppliers 
are identified and rationalised 

• Look at full deduplication 

– Block level dedupe adds a layer of security  
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Data classification 

• Develop a company policy on 
information 

– Who can see what, when and 
where 

– Create basic templates for 
basic classification 

• Public, private, classified, 
for your eyes only 

– Use meta data wherever 
possible as classification tags 

– Use automated data 
classification combined with 
manual tagging 
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Then to the transport 

• In-organisation networks 

– Use data bridging to keep data within 
certain parts of the network, if 
necessary 

– Use roles and individual identities 
extensively 

• Edge of network inspection 

– Use deep packet inspection to “see” 
what is being sent 

– Use common sense and blocking to 
prevent certain data types going off 
site 

• E.g. IF <task worker> then block, 
ELSE IF <Exec> then warn, ELSE 
raise malicious event with IT 
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Combined with context 

• The who, where and when… 

– Who by role and individual 

– Where by fully controlled, partially controlled, open 

• Office is different to home is different to Starbucks 

• Employee is different to contractor is different to 
supplier is different to customer 

– When by is this possible? 

• Last known network contact from New York, 5 
minutes later from Moscow… 
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The outsider 

• Use encryption 

– Use public/private pair keys 

– Ensure public key delivery is 
secure 

• Ensure policies and contracts are 
solid 

– No access details sharing, full 
disclosure of individuals joining 
and leaving the external 

• Full audit 

– What was (attempted to be) 
accessed , when, from where, 
by whom, and what was done 
with it? 
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The mobile worker 

• Centralise data wherever possible 

– Minimise the amount of data 
on the device 

• Encrypt data on the move and at 
rest 

• Ensure all devices can be micro-
managed 

– Block and delete if lost/stolen 

• Ensure policies in place for all 
removable media 

– Full disk/device encryption 

– Biometric or changing key 
tokens 
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Conclusion 

• The IT platform is just that – a platform 

– IT equipment should have no inherent value above 
the purchase price 

• All value is in the data and information 

– This is the organisation’s intellectual property and 
basis for revenues 

• Everything is about the who, what, where and when 

– Nothing else really matters 

• Enforcing security around the data and information 
makes compliance, audit and governance easier – across 
the whole of the value chain 
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