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What risks does IT security mitigate?
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Scale from 1 = “not a 
threat” to 5 = “a very 

serious threat”
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Source, Quocirca –
You sent WHAT? 

May 2010



��������#����!��' &��
���	�
�����&��
���	�
�����&��
���	�
�����&��
���	�
�����

(&������������	$



)�������	������������

*���$�����������

*��	�	���

+

��

Source, Symantec, Risk 
Assessment Findings, 2010
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Total = 356 => 1 per day
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Source, 7 Safe, UK 
Security Breach 

Investigations Report, 2010
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Scale from 5 = “very 
well prepared” to 1 = 

“very poorly prepared”

Source, Quocirca –
You sent WHAT? 

May 2010
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Superhighway at the 
Crossroads –

Quocirca, Sept 2008



What is the value of IT security?
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Source, Quocirca, The 
Distributed Business 
Index, March 2008

�������������������� ' �����	�$���&&��	��
	����



2�
���!�������$����2�
���!�������$����2�
���!�������$����2�
���!�������$����

�������������������� ' ��#�������#����	������$	�$���&&��	��
	���
�
�������3�&�	����"
�������	�����
�01�����	�
�����4



.������#	���
���������

�
���������.������#	���
���������

�
���������.������#	���
���������

�
���������.������#	���
���������

�
���������
���
������������	�	
��
�����

��#�����	�$%���
������������	�	
��
�����

��#�����	�$%���
������������	�	
��
�����

��#�����	�$%���
������������	�	
��
�����

��#�����	�$%

Scale from 1 = “not 
confident” to 5 =  
“very confident”

Source, Quocirca –
You sent WHAT? 

May 2010
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Source, Quocirca, The 
Distributed Business 
Index, March 2008
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OK, so it is worth having IT 
security; but how do we keep 

the cost down?



How influential are the following factors in limiting 
investment in security? 

Axis: 5 = very big 
influence to 1 = 
no influence at all

From Quocirca report, 
“Privileged user 

management”, Oct 2009
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General 
security

Email security 

Web content 
security 

Anti-virus

Internet
Security

Data leak 
prevention

1985 1990 1995 2000 2005 2010
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General 
security

Email security 

Web content 
security 

Anti-virus

Internet
Security

Data leak 
prevention

1985 1990 1995 2000 2005 2010

Fate of small vendors:
1.Diversify
2.Become part of the 
infrastructure 
3.Become part of a big 
vendor’s security suite
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On on-
premise

Cloud

Software

Appliances

Virtual appliances Cloud 
update 
services
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Scale from 1 = “not 
a problem” to 5 = 
“a very serious 

problem”
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How to build a compliance 
oriented architecture at an 

affordable cost
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Policy should:
1. Define how data is used
2. Aim to prevent breaches
3. Detail how breaches are handled
4. Be reviewed date in light off

• New technology
• New legislation
• New business processes
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Policy

HTTPWeb Mail

Print

FTP

SMTP

Web 2.0

USB

Blogs



People

Servers and end points

�
��&����#��&���
���!����
�	���
��&����#��&���
���!����
�	���
��&����#��&���
���!����
�	���
��&����#��&���
���!����
�	��
�����	
�������	
�������	
�������	
��

Content

Network
Time

Security
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From Quocirca report, “Privileged user 
management”, Oct 2009
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Risk reduction and value 
increase must out weigh cost
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Thank you
Bob Tarzey
Quocirca
www.quocirca.com

Thanks, this presentation will be available on 
www.quocirca.com 


