
© 2009 Quocirca Ltd

security 
investment

simon perry

principal associate analyst



Do IT better or donõt do IT at all

Effective 

Asset 

Management

Consume 

less, output 

more

Donõt do it 

(yourself)

Tactical Strategic
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What we are going to cover

Software 

ROI 

approaches

When 

òsecurityó 

isnõt 

security

Formulating 

the right 

approach
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Influencing factors

Regulation Peers

Vendors

Historical 

attacks

Financial 

health

Cost

cutting

Business 

initiatives

Corporate 

culture

External Internal
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éHigher availability

éImproved performance

éAdditional features or scalability

éNew service

éNew market or market differentiation

éNew approach

éElimination of manual effort

éFaster deployment / service activation speed

éReduced óper unitô management cost

éTechnical risk

...Market risk

éRegulatory risk

Traditional SW ROI

Risk

avoidance

Improved

service

Opportunity

enabling

Cost 

savings
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òéyes, but 
security is a 
special case éó
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ÅNetwork and Host based controls

ÅAuthentication / Authorisation systems

ÅEncryption systems

ÅSecure data transportation

ÅData leak prevention

Security Categories

SS

OE

ÅUser Provisioning

ÅSoftware and log management tools

ÅVulnerability assessment

ÅPatch management

ÅSecurity information management

Products that primarily improve security state

Products that primarily improve operational efficiencies
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ROI application to Security

SS

OE

ÅMore significant for risk averse 

corporate cultures

ÅRequires historical risk analysis 

and industry comparative data

ÅMay apply to technology 

ÅBest if ñbusiness enablingò

ÅSignificantly easier to measure

ÅHistory may create cynicism

Risk

avoidance

Improved

service

Opportunity

enabling

Cost 

savings
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Current focus

SS

OE

ÅMore significant for risk 
averse corporate cultures

ÅRequires historical risk analysis 

and industry comparative data

ÅMay apply to technology 

ÅBest if ñbusiness enablingò

ÅSignificantly easier to 
measure
ÅHistory may create cynicism

Risk

avoidance

Improved

service

Opportunity

enabling

Cost 

savings
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