quocirca

Business and IT Analysis

The cloud and the channel

Bob Tarzey

Analyst and Director, Quocirca

March 4th, 2011

© 2011 Quocirca Ltd



Agenda

quocirca

Business and IT Analysis

What is the cloud anyway?
Why resellers cannot ignore the cloud
Building a cloud value proposition



quocirca

What is the
cloud anyway?



quocirca

Business and IT Analysis

Three basic types of service

Saa$

PaaS

laaS

- Software as a service/security as a service
- Operating environment irrelevant
- Ready to go security, CRM, ERP, email etc.

- Platform as a service
- Operating environment included
- Applications of choice deployed

- Infrastructure as a service
- Virtual server and storage platforms
- Op. env. and apps. of choice deployed



Three basic types of service
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Cloud based services

SaaS CIsCO

&

] ﬂ‘- NETSUITE® @1@%1@6

- 1 &y :
GOO0gle  prormsonr  ocessFactors

@leyf)rce

P a a S Windows Azure - -
rackspace@ G O Og le
_ _Nng
Attenda rackspacea ‘:*:' ﬂﬂmsgrﬁi?egw
=)=0pSource EISAVVIS tar

Your Business On-demand



Security as a service

- Management services
- Firewalls
- End points
- Anti-virus
- Content security
- Web
- Email
- DLP
- Data security
- Backup
- Business continuity
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Other “clouds”

- Private clouds

- Consumer cloud services
(web 2.0)

. Future of G-Cloud?

Linked [T}}



Why resellers cannot ignore
the cloud

quocirca

Business and IT Analysis

1. The rise of “cloud” is a one way
street

2.1t is not an “either or’
proposition

3. Resellers that ignore it will
wither
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Thinking seriously

No interest

Committed

CIO view of cloud

(800 responses)

ClO Magazine 2010 - views on cloud computing
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ISACA - UK organisations cloud computing plans

(Aprll 2010) H Mission critical IT

services

1 Only low risk IT
services

~INo plans for any IT
services

1 No formalised plans

i Not aware of any
plans
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Growth in use of cloud - source Nov 2009, Goldman

Sachs IT Spending Survey
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The
commodity
cloud

SpotCloud

est Providers. Best Price,

Cloud spotting
Price of a large virtual Linux machine, $§ per hour
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Machines in the sky
Amazon's virtual computers, "000 created per day*
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Why resellers cannot ignore
the cloud
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1.The rise of “cloud” is a one way
process

2.1t is not an “either or”
proposition

3. Resellers that ignore it will
wither



Public clouds, private clouds and hybrid clouds
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Why resellers cannot ignore
the cloud
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1.The rise of “cloud” is a one way
process

2.1t is not an “either or”
proposition

3. Resellers that ignore it will
wither
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A slow but certain death?
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Building a cloud proposition

1. When and where cloud
works

2.Addressing risk
3. Defining value
4.Proving cost effectiveness
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Total value proposition

Drive UP 49

Value

Drive
DOWN 57

+ environmental
dividend

Drive
57 DOWN
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Building a cloud proposition

1. When and where cloud
works

2.Addressing risk
3. Defining value
4.Proving cost effectiveness
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Deconstructing a business

Business Imperative

SINNIESS
Processes
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The business process triangle




Building a cloud proposition
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1. When and where cloud
works

2. Addressing risk
3. Proving value
4.Proving cost effectiveness



quocirca

Business and IT Analysis

Percieved risk

U Security
U Integration
U Regulatory requirements

U Data backup/disaster
recovery/business continuity

U Availability

U Cost

U Performance

U No customisable

U Bringing back in house
U Moving work loads

Increasing
concern

(approx)



Cloud risk - IDC 2008
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Q: Rate the challenges/issues ascribed to the 'cloud'/on-demand model
(1=not significant, 5=very significant)

74.6%

Security

Performance 63.1%

Availability 63.16

Hard to integrate with in-house IT 61.1%

Not enough ability to customize [N 558
Worried on-demand will cost more [N 50.4%

Bringing back in-house may be difficult [N 50.0%

Regulatory requirements prohibit cloud _ 49.2%

Not enough major suppliers yet ﬁ 44.3%

0% 10%  20% 30% 40% 60% 60% 70%  80%
% responding 4 or 5

Source: |IDC Enterprise Ps

27



Savvis 2010 survey
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The security of sensitive data

Unconvinced of the value proposition
Unproven concept for the larger org
Back-up and DR implications
Geographic Legal/compliance issues
Integration with existing infrastructure
Costs are too high
Management/control requirements
Moving workloads (esp. bandwidth)
Application compatibility

| don’t reallyunderstand cloud
Unreliable or unavailable

Don’t know

0% 20% 40% 60%
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2008 "Security"
2010 "Security of sensitive data”

2008 "Hard to integrate”
2010 "Integration with existing inf"

2008 "Worried will cost more™

2010 "Costs are too high"

2008 "Regulatory reqgs prohibit”
2010 "Geog legal/comp issues"

Risk — 2 years of change - a rough guide
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20%

40%

60%

80%



Data security issues

Integrity of platform

- SaaS - Covered by provider for both platform and
application

- PaaS - provider should keep operating system and other
parts of base platform patched and secure

- With laaS, mostly it is down to you
Deprovisioning a cloud service
- Has the data been deleted
- Use of encryption
- Controlling access
- SaaS provides access controls and guarantees
- PaaS/laaS - you define who has access

- Control over privileged access
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Regulatory compliance issues
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- UK DPA - keeping data in the EU

- Where are failover sites
- Where are backups kept
- Local providers easier to deal with than global ones?

- Federated reporting

- The problem of associating a user of a cloud service
with their internal identity

- Data reporting - providing a complete view of data
regarding a specific issue across on-premise and
cloud based data sources

- SIEM (security information and event management)
reporting
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Who owns the risk?

- Ultimately the security and compliance

iIssues regarding your organisations data are
your responsibility

- Either, it should be clear that a cloud service

provider is:

1. Providing an SLA that provides adequate cover
2. That the SLA is being adhered to

- Or, your organisation must take the

necessary measures itself
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How important do you think IT security is in

enabling the following?

Use of virtualisation

Use of cloud computing

Safe and controlled use of dat

Reducing IT risk

Use new IT application:

Ensuring regulatory complianc

Improving external communication:

Use of new e&eommunications tools

IT outsourcing

| Scale from 1 =
| | Auni mpor tla
- Avery 1 mp
2.5 3 3.5

Source, Quocirca — You sent WHAT? May 2010
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Don’t over look risk reduction

- Access to enterprise class data
centres

- Better business continuity

- Mundane aspects of IT
outsourced to experienced 3
parties
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Building a cloud proposition

1. When and where cloud
works

2.Addressing risk
3. Proving value
4.Proving cost effectiveness
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Value - flexibility, mobility

0% 20% 40% 60% 80% 100%

Overall
Utility
Telecomms and Medie

Finance
Industrial

Public Sector Source, Quocirca, The

Distributed Business
Index, March 2008

Healthcare
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Percentage of employees working remotely at

some point during a week
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Collaboration

Business
processes

Cost
controls

Environmental

Work/life
balance
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Web 2.0 -main channels

Blogs and Social Video/photo
micro-blogs networks

You i3
W Linked[f})] | flickr

Plus..... O CITRIX M-
talk> ' &

1 A
Office
Communicator 2007

@ webex
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Building a cloud proposition

1. When and where cloud
works

2.Addressing risk
3. Proving value
4. Proving cost effectiveness



Software application cost of ownership
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Cumulativecost ofownership, ofpremise software versus-on
demand application. Assumadwo year ordemand subscription
equals the cost of an goremise licence plus two years maintenance
at 20% per annum.

Ql Q2 Q3 Q4 Q5

M On-premise (including annual 20% aunnual maintenance)

Q6 Q7 Q8 Q9 Q10 Ql1 Q12

.10n-demand (monthly subscription)
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Environmentally B The environmental
friendly? dividend

DEPARTMENT OF

ENERGY

CHANGE >> CRC



Federated cloud services

- Resellers need to select a set of cloud
offerings

- This requires:

- Due diligence of suppliers (SLAs,
standards etc.)

- Appropriate integration between
services

- A way of providing federated billing

- Portal for provisioning and
reporting
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Conclusion

- The use of cloud based services is how
widespread

- The tide is flowing in one direction

- There is growing acceptance of the
“cloud” value proposition

- The positive and negative aspects of risk
heed to be communicated

- Laggards will lose competitive edge

- Much aggregation will happen at the
channel level
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Thank you

All Quocirca reports freely available at:

Bob Tarzey
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