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 Most commonly, cloud 
printing is used to refer to 
mobile printing capabilities 
which enable deice and 
location independence 
which mitigate the need 
for dedicated mobile print 
drivers. One example is HP 
ePrint—enterprise users 
can print e-mail and e-mail 
attachments—including 
documents, presentations, 
reports and photos— from 
their BlackBerry 
smartphones to registered 
printers in their enterpris-
es’ networks.  
 
HP also recently an-
nounced its support for 
AirPrint which currently 
only supports specified HP 
printers. Ricoh and Xerox 
also offer similarlsolutions 
for SmartPhones but, as is 
typical of the print indus-
try, there is no standardisa-
tion across manufacturers. 
The question of security 
and control also comes 
into play.  

Smartphones are only go-
ing to expand in use, and 
as workforces become 
more diverse and mobile 
the ability to print from 
remote locations will be-
come  paramount. 

 

 
he MPS market has 
been a hive of activ-
ity in 2010.  Market 

consolidation has been 
characterised by Xerox’s 
acquisition of ACS, Océ and 
Canon joining forces and 
HP’s strategic alliance with 
Canon.  
In Quocirca’s recent assess-
ment of the market, Xerox 
and HP have retained their 
leading positions with both 
companies approaching 
MPS from quite different 
angles, although both offer-
ing enterprise wide print 
services.  
 
HP has traditionally focused 
on the office print arena, 
although its strategic alli-
ance with Canon now gives 
it access to a wider product 
range enabling it to offer 
production print solutions. 
HP is still in the early days of 
promoting these offerings in 
Europe, but this promises to 
help HP garner deeper pen-
etration amongst larger 
enterprise customers. 
 
Beyond office printing 
Vendors continue to expand 
their offerings beyond the 
office print environment to 
capture printing beyond the 
desktop. HP launched HP 
Virtual Print Center for its 
MPS customers, a cloud 
printing service which ex-
tends the reach of MPS to 
on-demand production 
printing. HP Virtual Center 

provides document build-
ing, online proofing, 
printing along with finish-
ing and distribution capa-
bilities and is accessible to 
employees regardless of 
their location.  
 
Meanwhile, Xerox offers 
external print procure-
ment as part of its Enter-
prise Print Services (EPS) 
portfolio. This enables 
larger enterprises to gain 
control of an often ad-hoc 
and decentralised ap-
proach to using commer-
cial printers.  
 
Such expanded services 
will appeal to the many 
large enterprises which 
operate a fragmented 
approach to managing 
office print, external print 
procurement and the print 
room. However, the chal-
lenge for vendors such as 
HP and Xerox is con-
necting with the various 
stakeholders involved in 
these areas which include 
IT, marketing, facilities and 
procurement – as well as 
the business itself.  
 
Cloud Printing 
Cloud printing has been 
the buzzword of the print 
industry, although the 
term cloud computing 
itself remains rather nebu-
lous in definition from 
vendors, the media, ana-
lysts and end-users them-
selves.  
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The cost 
of acci-
dental or 
malicious 
data loss 

can be severe. As well as 
penalties from regulators 
and industry bodies, there 
is also damage to the 
brand, which can lead to 
lost business.  
 
So many organisations have 
taken measures, ranging 
from encryption to data loss 
prevention, to cut the risks. 
But one area is often over-
looked and it is perhaps the 
least secure medium of all: 
printed output. Although 
the widespread use of net-
worked printers has brought 
speed and convenience, it 
has also introduced poten-
tial security risks. Print jobs 
routinely contain sensitive 
information and it is not 
unusual for pages to be left 
unclaimed in a printer tray, 
just waiting to fall into the 
wrong hands.  
 
Multifunction peripherals 
But that issue is the tip of 
the iceberg. Today's ad-
vanced networked multi-
function peripherals print, 
copy, scan to network desti-
nations and send email 
attachments. These devices 
are far from peripheral to 
the network, posing the 
same security risks as any 
other networked device.  
 
They are equipped with a 
hard drive that stores user 
IDs, as well as copy, scan, 
fax and print images from 
previously processed jobs 

and device logs. Conse-
quently, information 
can be leaked not only 
through printed docu-
ments, but also via un-
authorised access to 
the device and its hard 
drive, and through the 
unauthorised distribu-
tion of confidential doc-
uments via scan-to-
email.  
 
Print security standards 
When it comes to eval-
uating the security of 
peripherals and net-
worked printers, devic-
es may support differ-
ing levels of certifica-
tions. These include the 
Common Criteria Certi-
fication (CCC), also 
known as ISO 15408, 
the National Institute of 
Standards and Technol-
ogy (NIST) Security 
Checklist and the IEEE 
2600 hard-copy security 
standard, first pub-
lished in June 2008. The 
myriad standards can 
create confusion: for 
instance, CCC evalua-
tion levels range from 
EAL1 to EAL4 with high-
er levels requiring 
greater disclosure of 
product information to 
the testing laboratory. 
Those devices with 
higher EAL levels do not 
necessarily provide 
greater security. 
 
Since CCC evaluation 
can be costly and 
lengthens product de-
velopment time, some 
vendors certify data 

security kits or specific 
features as opposed to 
full device functionality. 
Vendors such as HP, 
Ricoh, Sharp and Toshi-
ba all certify their prod-
ucts or data security 
kits using CCC. Xerox, 
for instance, includes 
the entire device in its 
CCC evaluation, rather 
than just an optional 
security kit, while, in 
addition to CCC, HP 
printers have a multi-
function peripherals 
security checklist that is 
also approved and pub-
lished by NIST. 
 
Useful printing features 
Because there is no 
single industry standard 
to certify against, and 
since some vendors 
may certify features of 
devices as opposed to 
the entire solution, 
businesses should take 
further action.  
 
They should look at 
third-party certification 
in combination with the 
built-in and optional 
security features that 
manufacturers offer and 
then enable the fea-
tures which are most 
appropriate to their 
required level of securi-
ty.  
 
These include:  
 
Network authentica-
tion 
This feature creates an 
audit trail for all users 
of a device and restricts 
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access to scanning, email-
ing and printing as needed. 
Routine use of this capabil-
ity makes it impossible for 
a document to be scanned 
and emailed outside of the 
organisation without trace.  
 
Hard disk overwrite 
This option electronically 
shreds information stored 
on the hard disk as part of 
routine job processing. 
This procedure can be per-
formed at job completion 
or on demand and its use 
is highly recommended 
before copiers are re-
turned at the end of lease 
or for recycling.  
 
This function can be built 
in or installed via a security 
kit. Removable hard drives 
kits also enable the data to 
be removed and stored 
securely. 
 

Encryption 
Most copiers and multi-
function peripherals with 
hard disks include a disk 
encryption feature to pro-
tect all stored data. Once 
encrypted, data is irre-
trievable either within the 
device or through exter-
nal file recovery utilities. 
 
Secure print 
This feature prevents un-
authorised printing by 
holding jobs in print 
queue until a PIN is en-
tered or other form of 
authentication is used 
such as a smart card. Se-
cure print can be applied 
to copying, email, scan-
ning and fax across an 
organisation's fleet of 
multifunction peripherals, 
meaning only the author-
ised user can release a job 
at any device in an organi-
sation. 

 
Securing the print envi-
ronment may seem 
daunting, and for some 
enterprises with a diverse 
printer fleet, the best op-
tion may be to use a man-
aged print service (MPS) 
provider that can assess 
the existing print environ-
ment and recommend a 
consolidated strategy. 
 
Those businesses that 
integrate the print envi-
ronment into their overall 
security strategy are best 
positioned to control and 
protect their intellectual 
property and confidential 
information, inside and 
outside their organisation 

S E C U R I N G  T H E  P R I N T E R  T H R E A T  
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Read Quocirca’s 
Think Print, Think 

Security Report  

What about preventing jobs from  being printed in the first place? 

 

Although steps can be taken to secure printed output through enabling these features, 
businesses should not overlook the sensitive data that is often created, printed and 
copied by authorised users.  
 
A document security plan should also consider protecting the documents at point of 
creation through data classification.  
 
Data loss prevention tools (DLP)—such as those from CA, McAfee and Symantec—can 
limit the exposure of documents by authorised users by blocking the printing of content. 

Data Loss Prevention 

http://www.quocirca.com/reports/473
http://www.quocirca.com/reports/473
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Xerox is on a mission: to 
reinvent itself as a leading 
business process and docu-
ment management compa-
ny, disrupting the legacy 
perception of a brand 
which is synonymous with 
photocopiers. Its acquisi-
tion of the services compa-
ny ACS in 2009 for $6.4 
billion was a bold move in 
this transformation aiming 
to combine the Xerox 
brand, global reach and 
innovation with ACS's es-
tablished IT outsourcing 
(ITO) and business process 
outsourcing (BPO) busi-
ness.  

Indeed, ACS's heritage in busi-
ness process management 
and information technology 
services means Xerox is al-
ready processing 37 billion 
public transport fares annu-
ally, processing 900 million 
healthcare claims annually 
and handling 1.5 million 
phone calls daily in 150 call 
centres. Consequently, 
thanks to the ACS acquisi-
tion, Xerox services revenue 
has climbed to 50% of its 
total sales in 2010, from 23% 
in 2009. The market oppor-
tunity is real. According to 
figures quoted by Xerox, it 
has now moved from focus-
ing on a $132 billion global 
market, which included 
office and production hard-
ware and document out-
sourcing, to a $500+ billion 
market, which now also in-
cludes the thriving BPO and 
ITO segments. 

Ready for real business 
The ACS acquisition has sig-
nalled a new era for Xerox, 
and catalysed significant 

investment in the Xerox 
brand. Its global "Ready 
for real business" cam-
paign demonstrates how 
businesses can outsource 
areas such as document 
management, business 
process management or 
IT services to Xerox, ena-
bling them to focus on 
their core business. Its 
microsite http://
www.realbusiness.com/ 
highlights its work with 
companies such as Mar-
riott Hotels & Resorts, 
Target, Procter & Gam-
ble, The New York Mets, 
Ducati and the University 
of Notre Dame. These 
case studies highlight 
Xerox's capabilities be-
yond the printed page, 
demonstrating its cre-
dentials across IT out-
sourcing, customer care, 
finance and accounting 
and human resource 
support, as well as its 
breadth of reach across 
many verticals—all areas 
where many do not real-
ise Xerox is participating 
in. 
 
Traditional equipment 
sales not forgotten 
With a business rooted in 
the printed page, Xerox 
is not giving up on its 
traditional printing, copy-
ing and document man-
agement businesses 
which now accounts for 
44% of annual revenue. 
However, the highest 
revenue opportunities 
are in colour print, where 
adoption is still low, rep-
resenting only 30% of its 
installed base. 

With SMB customers 

accounting for approxi-
mately 60% of revenues 
from its mid-range busi-
ness, Xerox must contin-
ue to capture further 
sales through the IT sales 
channel. One way it is 
aiming to differentiate 
here is through its part-
ner led managed print 
service, Xerox Partner 
Print Services (XPPS). 
With over 150 partners 
engaged, this service, 
which also supports mul-
tivendor products, prom-
ises to help garner Xerox 
more services revenue 
through the channel. 
Nevertheless the IT-
centric reseller channel is 
a hard nut to crack when 
it comes to print services 
due to the need to incor-
porate cost per page 
printing, break/fix and 
supplies replenishment.  

Leadership in enterprise 
managed print services 
(MPS) 
For some time now, the 
burgeoning managed 
print services market has 
helped printer and copier 
companies to move from 
a mature, low margin 
hardware business to one 
which offers long term 
customer relationships 
and recurring revenue 
opportunities. With con-
tracts 5 years long, MPS 
enables vendors to man-
age the complete print 
environment of a cus-
tomer, and gain predicta-
ble revenue streams from 
printed pages, often 
across a heterogeneous 
printer fleet. 

According to Xerox it has 

A  N E W  E R A  F O R  X E R OX  
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retained 100% of its en-
terprise MPS clients who 
have signed a contract 
since 2001, it manages 
around 1.5 million devic-
es through its MPS con-
tracts, over 50% of which 
are manufactured by 
competitors. Its most 
recent addition to its 
MPS suite—mobile 
print—was a result of the 
Xerox and P&G Innova-
tion Council, enabling 
employees to print di-
rectly from smart 
phones. 

Due to its long estab-
lished heritage in deliver-
ing managed print ser-
vices (now part of its 
Global Document Out-
sourcing division) and its 
broad service portfolio, 
which encompasses the 
office environment to 
the print room, Quocirca 
considers Xerox a leader 
in the MPS market. How-
ever its closest rival HP is 
performing well, boosted 
by its dominance in the 
office print environment, 
its acquisition of EDS and 
its strategic alliance with 
Canon. 

Expanding market reach 
The ACS acquisition 
means that the com-
bined company can now 
pursue opportunities 
across the document 
outsourcing, ITO and 
BPO segments, exploiting 
the respective customer 
bases of Xerox and ACS. 
Xerox already has signed 
managed print services 
(MPS) deals for compa-
nies that were existing 
ACS customers, such as 
Ingersoll Rand. According 

to Xerox, such cross sell-
ing initiatives are taking 
place in more than one 
hundred accounts across 
all regions, which have 
generated over 10 ACS 
signings to date and a 
$2.5 billion pipeline. 

With only 8 months hav-
ing passed since the ACS 
acquisition closed, Xerox 
still has some way to go 
to before it can offer an 
integrated Xerox/ACS 
offering. This is likely to 
be more challenging in 
Europe where the profile 
of ACS is lower than 
North America—
currently 90% of ACS 
revenue comes from the 
US. Nevertheless, Xerox 
recognises that a global 
company still needs lo-
calised presence and 
offerings, especially in a 
diverse region such as 
Europe, and is working to 
develop a consistent 
global approach which is 
complimented by local 
and regional delivery 
capabilities. 

Conclusion 
The ACS acquisition cer-
tainly promises to set 
Xerox apart from its com-
petitors, and success in 
Europe will require Xerox 
to truly integrate its 
offerings, build out a 
European service organi-
sation and demonstrate 
the pedigree of ACS in 
Europe. Particularly in 
the document outsourc-
ing market, Xerox should 
remain watchful of com-
panies such as Canon 
and Ricoh who are ex-
panding their capabili-
ties. Meanwhile HP's IT 

and networking heritage 
positions it well for com-
panies looking to out-
source both the desktop 
and print infrastructure. 

Certainly ITO and BPO 
bring added value to the 
Xerox Enterprise Print 
Service portfolio, but 
Xerox will face challenges 
developing an integrated 
sales strategy given the 
different stakeholders 
across MPS, ITO and BPO 
engagements. As with 
any acquisition, success 
will rely on the invest-
ment in staff and training 
but probably most fun-
damental is whether 
Xerox will retain ACS as a 
separate brand. 

Quocirca believes that 
although the European 
market presence of Xer-
ox may do well to push 
the ACS brand, ultimately 
the best approach would 
be to recast ACS as Xerox 
Enterprise Services or 
similar, to avoid confu-
sion and support a cohe-
sive go to market ap-
proach. For now, Quocir-
ca expects that the ma-
jority of synergistic op-
portunities will reside in 
the US region.  
 
Mindful of this, Quocirca 
will be watching closely 
how Xerox approaches 
and executes on its 
promises to the Europe-
an market. 

A  N E W  E R A  F O R  X E R O X  
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ed 57 million postal commu-
nications in 2008. 

Such reliance on printed 
communication translates 
into significant costs in staff 
time, printing, stationery 
and postage. Of course, 
there is also the environ-
mental impact through use 
of materials and their deliv-
ery. 

As a result, many public 
sector organisations have 
already begun the move to 
less costly online channels 
to reduce call volumes to 
contact centres. The move 
to online applications, such 
as the Driver and Vehicle 
Licensing Agency's (DVLA) 
electronic vehicle licensing 
or HMRC's online self-
assessment, has helped 
lower the costs associated 
with the printing, storage 
and postage of paper forms. 

 

While the use of online ser-
vices is becoming more 
widespread, the speed with 
which cheaper online chan-
nels have been adopted has 
often resulted in a bolt-on 
approach, leading to the 
poor integration of electron-
ic communications with 
traditional face-to-face or 
paper-based channels. 

To make matters worse, 
citizen correspondence is 
typically managed with 
cumbersome tools, using 
basic decentralised systems 
for document creation and 
distribution across channels. 
Often, a multitude of tem-
plates must be created and 

maintained, placing a heavy 
burden on IT resources. 

Lack of centralisation 
This approach is costly and 
time-consuming, and the 
lack of centralisation of 
communications processes 
results in unclear, incon-
sistent and generic commu-
nication that is not tailored 
to a citizen's needs or cir-
cumstances. 

Poor communications impair 
the experience of the citizen 
and the efficiency of public 
sector workers. Unclear, 
inaccurate or incomplete 
communication increases. A 
high proportion of calls 
could be chasing up pro-
gress on applications, seek-
ing advice on completing 
forms or checking current 
fees: for instance, DWP esti-
mated that in just one year 
it spent £7m explaining its 
letters to individuals. 

There is also the issue of 
privacy. UK and EU regula-
tions require public sector 
organisations to communi-
cate with citizens securely 
across channels. Meanwhile, 
the Freedom of Information 
Act and Disability Discrimi-
nation Act oblige local au-
thorities to ensure access to 
key information for all sec-
tions of the community. 

 

Disparate comms systems 
Many have invested in im-
proving the accessibility of 
websites, but the use of 
disparate communication 
systems means few produce 
citizen communication doc-

The UK public sector is under 
pressure to deliver cost sav-
ings and make efficiencies, 
but at the same time it has 
to satisfy rising expectations 
from citizens in an increas-
ingly diverse society. 

Cutting the cost of communica-
tions is one area where the 
public sector can reduce waste, 
deliver cross-channel links and 
ultimately improve engage-
ment with citizens. 

The effectiveness of public 
services relies on reliable, accu-
rate and clear communica-
tions. It must offer a broad 
palette of services to a diverse 
population across channels 
with universal reach and 
affordability. Today's citizen 
communications must take 
account of accessibility needs, 
language requirements and the 
growing use of digital channels 
such as the web, email and 
SMS. 

Government bodies such as 
the Department for Work and 
Pensions (DWP), HM Revenue 
& Customs (HMRC), Depart-
ment of Health and the Depart-
ment for Transport produce 
millions of paper-based citizen 
communication documents 
every year. Think housing ben-
efits, disability allowances, 
council tax statements, vehicle 
tax reminders and other per-
sonal correspondence. 

Conventional channels 
Despite the rapid growth of the 
internet, telephone and paper 
communication remain the 
most common communication 
for many public services. The 
DWP estimated that it generat-
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uments that conform to the high-
est accessibility standards. 

Some public sector organisations 
are addressing these questions by 
implementing a unified customer 
communications management 
(CCM) platform. CCM systems are 
available from vendors such as HP 
and Pitney Bowes and enable a 
single communication document to 
be created once and published to 
any channel, in any format or lan-
guage. 

The use of consistent, relevant and 
approved content is achieved 
through document composition 
technology that enables organisa-
tions to reach the right citizen with 
the right message in the right for-
mat. 

Communications such as tax notifi-
cations, driving licence documenta-
tion, court correspondence and 
NHS appointments can all be creat-
ed using a single template that can 
be published in batch, real-time or 
web environments. 

By eliminating existing document 
creation silos, CCM can reduce 
costs and ensures consistency 
across all communications. CCM 

ensures compliance through auto-
mated workflow approval and puts 
approved templates into the hands 
of front-office employees, reducing 
the demand on IT resources and 
improving employee productivity. 

Reduced costs and environmental 
impact 
CCM can drive operational efficien-
cies, reduce IT and call centre cost, 
and shift printed communication to 
cheaper online channels, leading to 
lower paper, stationery and postage 
costs. Such systems can also reduce 
environmental impact, improve the 
citizen experience, and bring greater 
consistency and auditability. 

One success story of CCM in practice 
is at the DVLA. It selected HP Ex-
stream to improve the efficiency 
and flexibility of its document crea-
tion and delivery processes, and 
handle high volumes of variable 
output in tight timeframes. 

The DVLA had to replace some 33 
million documents in line with new 
European regulations issued in 
2004/2005. The phased transition of 
document applications to Exstream 
included monthly tax reminders, 
numbering up to 3.8 million docu-
ments every month. The facility to 
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re-tax cars over the internet is a 
flagship project and another signifi-
cant success story for the DVLA. 

Linked to the accompanying data-
base, HP Exstream is used to over-
print the tax discs with the owner's 
unique details and, at its peak, gen-
erates 190,000 copies a day from 
internet applications. The DVLA 
plans to migrate all high-volume 
applications to Exstream in 2011. 

The combination of long-term chal-
lenges such as the ageing popula-
tion, increasing pressures and de-
mands on services and a contraction 
of public spending is an opportunity 
for public sector bodies to drive 
efficiency improvements and reduce 
waste, which will have a positive 
impact on service delivery. 

The creation and delivery of citizen 
communication is one area where 
the public sector should take ad-
vantage of more innovative and 
flexible tools such as customer com-
munications management. 

You can read more on this subject in 
Quocirca's free report, Effective 
public sector citizen communications 
 
 

Xerox has signed a memorandum of understanding (MoU) with HM Government following a 
period of negotiation initiated by minister for the Cabinet Office, the Rt Hon. Francis Maude and 
led by the Cabinet Office’s Efficiency and Reform Group. A partner to Government for 35 years, 
Xerox is one of the first Tier 2 suppliers to sign an MoU and will continue to deliver services within 
its current framework of government contracts with departments such as the Department for 
Work and Pensions.  

Xerox signs Memorandum of Understanding with HM Government, 

http://www.quocirca.com/reports/495
http://www.quocirca.com/reports/495
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Probably the most unusual mar-
riage this year was between Can-
on and Accenture in Europe, cre-
ating Canon Consultancy Services. 
Notably, Canon Consultancy Ser-
vices is a European only initiative. 
Canon is Accenture’s exclusive 
partner and the deal is limited to 
4 years.  
 
This service will initially be offered 
in the U.K., Switzerland, Finland, 
and Austria. A further six countries 
will go live in 2011 and more coun-
tries will be added further in the 
future.  The companies are looking 

to expand the service opportuni-
ties for Canon hardware 
wrapped with Accenture ser-
vices.  
 
Canon undoubtedly has a strong 
portfolio of hardware – from 
digital and video cameras 
through to printers and copiers. 
However as of yet, the compa-
nies have not developed a tangi-
ble service portfolio and custom-
er engagement appears to be 
very much at the embryonic 
stage.   
 

Despite some success in the Man-
aged Print Services market, Canon 
has a tradition of using largely 
proprietary software. Its partner-
ship with Accenture could help it 
move into integrating its hard-
ware with best of breed applica-
tions – but both companies have 
got their work cut out.  
 
Quocirca believes that they still 
have a lot to learn about the re-
spective product/services portfoli-
os before they can articulate a 
clear vision on their product ser-
vices roadmap.  

Vendor Customer Vertical Length of 
Contract 
(years) 

Description 

HP 3M Germany Technology N/A Not available 

HP Erobank EFG Banking N/A Not available 

HP Mobitel d.d. 
(part of TELE-
KOM Slovenia 
Group) 

Telecommu-
nications 

N/A Not available 

HP Swiss Re Insurance N/A MPS Contract worth $13M 

HP Zurcher Katanal-
bank 

Banking N/A MPS Contract worth $3M 

HP Eskom Group Energy N/A MPS Contract worth $3M 

Xerox SELEX Galileo 
Ltd 

Electronics 5 Five-year, multi-million pound extension to its Enterprise Print 
Services Contract with Xerox UK. SELEX Galileo’s EPS contract 
provides a complete view of the company’s print operations – 
across all office functions and print room environments  

Xerox BT Telecommu-
nications 

NA Extension to Enterprise Print Services contract with Xerox UK, 
with expected cost savings of £10.4 million over the next four 
years. 

AT  A  G L A N C E :  M P S  C O N T R A C T  U P D AT E  ( E U R O P E )  

C A N O N  A N D  A C C E N T U R E  C O L L A B O R AT E  


