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Straight Talking – Don’t cut corners when outsourcing 

 

By Fran Howarth, Principal analyst, Quocirca Ltd 

To differentiate themselves and to deliver 

competitive advantage, organisations today are 

looking to use specialised, custom software to 

supplement commercial off-the-shelf 
applications. 

In order to speed up the development of such 

applications and to reduce the costs involved, 

businesses are increasingly outsourcing the 

work. This can range from full-blown custom 

applications to the writing of code that acts as 

the 'glue' between on-premise applications or 
services in the cloud. 

These programmes can be risky because 

organisations must place the creation of a 

valuable asset in the hands of outsourcing 

partners. This means they must trust that secure 

coding best practices have been followed and 

that applications have adequate levels of security 

built into them so that vulnerabilities are not 

present. 

New Quocirca research, sponsored by Ounce 

Labs, examines the practices used by 200 of the 

largest organisations in the UK and US across 

five vertical industries when undertaking 
application development outsourcing projects. 

A primary finding of the research is that 

inexperience and lack of efficient processes lead 

to ineffective outsourcing. For example, projects 

undertaken by organisations in those industries 

with the least experience of application-

development outsourcing - those in the financial 

services and transport sectors - exhibit daunting 

levels of failure. The research shows that, in 

both those industries, around 50 per cent of 

interviewees had experienced projects being 

called off completely owing to problems 

encountered, while 30 per cent of finance firms 

have had to take legal action as a result of 
project failure. 

On the other hand, respondents from those 

industries with the most experience of 

outsourcing - those in the retail industry and 

public sector - have seen the majority of projects 
undertaken result in success. 

Success is achieved by the most experienced 

outsourcers - those outsourcing at least three-

quarters of their application development needs 

- because of the rigour with which they define 

controls upfront in the outsourcing contract and 

enforce those controls by demanding stringent 

levels of security in the development and testing 
processes. 

To achieve this, the importance of getting the 

contract right cannot be stressed enough. A 

watertight contract provides organisations with a 

fallback position should things go wrong and 

helps to reduce the risk of below-par applications 

being delivered - greatly reducing the likelihood 
of the need for subsequent legal action. 

When it comes to security, the research 

uncovers stark differences among organisations 

according to their level of experience with 

outsourcing projects. Among leaders in the retail 

and public sectors, 62.5 per cent of organisations 

require the use of automated code scanners for 

checking programming code for vulnerabilities, 

compared to just 32.5 per cent of financial 

services organisations. And just 40 per cent of 

finance firms require that applications are tested 

for the most common vulnerability - cross-site 

scripting - compared to 82.5 per cent of 

retailers. This could leave financial services 

organisations' applications at serious risk of 
attack. 

Quocirca's research report aims to aid 

organisations involved in outsourcing, or looking 

to expand in this area, by highlighting best 

practices from organisations with the most 

outsourcing experience. These best practices can 

be used by organisations not just as a roadmap 

for planning and executing application 

development outsourcing projects, but for 

building repeatable processes that can more 

easily be repurposed to ensure the success of 
subsequent projects. 
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The best practices gleaned from traditional full-

blown, custom application development 

outsourcing will be of help in deriving greater 

value and reducing risk in new types of 

outsourcing services. These fast-emerging 

outsourcing services include application 

outsourcing where applications, including the 

data they contain, are hosted by third parties, or 

where service providers write add-ons to 

applications, such as in cloud computing and 

software as a service delivery mechanisms. 

Making use of the best practices detailed in this 

report should provide any organisation looking at 

outsourcing application development with 

greater peace of mind that the resulting project 
will be a success. 

Quocirca's report, Winning Outsourcing 
Strategies, is free for download. 
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About Quocirca 
Quocirca is a primary research and analysis company specialising in the business impact of information technology 

and communications (ITC). With world-wide, native language reach, Quocirca provides in-depth insights into the 

views of buyers and influencers in large, mid-sized and small organisations.  Its analyst team is made up of real-

world practitioners with first hand experience of ITC delivery who continuously research and track the industry 

and its real usage in the markets. 

 

Through researching perceptions, Quocirca uncovers the real hurdles to technology adoption – the personal and 

political aspects of an organisation’s environment and the pressures of the need for demonstrable business value in 

any implementation.  This capability to uncover and report back on the end-user perceptions in the market enables 

Quocirca to advise on the realities of technology adoption, not the promises. 

 

Quocirca research is always pragmatic, business orientated and conducted in the context of the bigger picture. ITC 

has the ability to transform businesses and the processes that drive them, but often fails to do so. Quocirca’s 

mission is to help organisations improve their success rate in process enablement through better levels of 

understanding and the adoption of the correct technologies at the correct time. 

 

Quocirca has a pro-active primary research programme, regularly surveying users, purchasers and resellers of ITC 

products and services on emerging, evolving and maturing technologies. Over time, Quocirca has built a picture of 

long term investment trends, providing invaluable information for the whole of the ITC community. 

 

Quocirca works with global and local providers of ITC products and services to help them deliver on the promise 

that ITC holds for business. Quocirca’s clients include Oracle, Microsoft, IBM, Dell, T-Mobile, Vodafone, EMC, 

Symantec and Cisco, along with other large and medium sized vendors, service providers and more specialist 

firms. 

 

Details of Quocirca’s work and the services it offers can be found at 

http://www.quocirca.com 

http://www.quocirca.com/

