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IT Analysis – Navigating the minefield of e-discovery 

 

By Fran Howarth, Principal analyst, Quocirca Ltd 

Much is written about the increasing burden of 

regulations faced by organisations, be it specific 

to a particular industry or cutting across all 

sectors. But another key challenge faced by 

organisations is the threat of litigation and one of 

the fastest growing areas here, in the US at least 

for now, is that of facing lawsuits related to 

electronic discovery, also known as e-discovery. 

E-discovery is the process of producing electronic 

documents for use as evidence in a lawsuit, 

which can be information in any format that 

might be considered relevant to an investigation, 

with some exceptions, such as information that 
is considered to be privileged.  

In recent years, the number of e-discovery cases 

has spiralled. Law firm K&L Gates LLP maintains 

a searchable database of e-discovery cases that 

includes some 1,000 separate cases in the US 

alone. The Oklahoma Bar Association estimates 

that one in 20 US organisations has battled a 

lawsuit triggered by an e-discovery request, and 

management consultants Cohasset Associates 

state that e-discovery costs are the second 

largest uncontrolled expense for organisations, 

primarily because they are not prepared. This is 

exceeded only by healthcare costs. The average 

amount for complying with an e-discovery 

request is widely estimated by a variety of 

sources at around $4 million-but failure to 

comply can cost many times that amount, as 
some large corporations have already found.  

The processes involved in an e-discovery case 

are: information management, identification, 

preservation, collection, processing, review, 

analysis, production and presentation to a court 

of law. But the fact of the matter is that 

organisations produce a colossal amount of 

information in a wide range of digital formats 

containing both structured and unstructured 

data, stored on a wide range of storage systems. 

Given the vast quantities of information 

produced and stored by organisations, it is a 

daunting task to find all of the information 

needed for evidence. What is required is a good 
system of information governance.  

At the very heart of this is a good records 

retention policy and management system, 

covering all data repositories. This requires that 

organisations undergo a planning exercise, 

including designation of a cross-functional team 

with clear responsibilities defined, drawn from all 

parts of an organisation, including IT, legal and 

compliance officers, as well as the custodians of 

all data stores in the organisation. Then 

organisations need to identify all devices, data 

stores and applications in use across all devices 

connected to the network, or held in physical 

data stores to identify where all documents are 
created and stored.  

Today, a number of technology vendors offer 

products that help automate information 

governance requirements, providing 

transparency over what data is stored in an 

organisation and where, helping organisations to 

reduce the risk that information produced is 

outside the control of the organisation. This will 

help the organisation to ensure that all of the 

information it produces is stored according to the 

policies set and hence is retrievable should it be 

required to pass a regulatory compliance-related 

audit, or to more easily be able to produce all of 

the evidence required as part of an e-discovery 
request.  

Whilst it is true that most of the cases of e-

discovery that have come to light to date 

concern organisations in the US, data is 

increasingly spread across multiple countries in 

many organisations, making the process of 

fulfilling e-discovery requests an even more 

arduous task. And that throws up another 

challenge—that of the legality of e-discovery in 

different jurisdictions. In some countries in 

Europe, such as England and Wales, the laws are 

relatively permissive, allowing courts to order 

the disclosure of information as evidence as long 

as the demands are not excessive. In others, 

including France, Germany and Italy, there are 

as yet no general disclosure laws. In some cases, 

limited disclosure is allowed, although blocking 

statutes exist that can make document 

disclosure illegal and in Germany the workers' 
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council must be involved in all such requests. In 

Switzerland, e-discovery requests made without 

the involvement of Swiss officials are regarded 

as a violation of Swiss sovereignty and can lead 
to criminal proceedings.  

This legal minefield is one that does not look 

likely to be sorted out any time soon, with only 

muffled sounds being heard from the EU 

regarding the possibility of standardising laws 

across Europe. But organisations cannot afford 

to be complacent. Many things that start in the 

US cross over the pond sooner or later and, with 

e-discovery, it is likely to be sooner. 

Organisations need to get their houses in order. 

They should ensure that they have the right 

information governance tools and processes in 

place so that when an e-discovery request comes 

they are in a position to respond without 

breaking the bank in terms of the costs and the 
effort involved in complying with demands made.  

Regulatory compliance has shown the need for 

legal officers to be closely involved in setting 

policies and procedures for organisations to 

follow, and in ensuring that technology systems 

chosen to support those processes fully support 

legal and audit requirements. To prepare for the 

likelihood that companies will face more e-

discovery challenges in the near future, it is 

imperative that legal resources become even 

more closely involved and take an active part in 

the procurement of information governance 

systems. Expert legal counsel should also be 

engaged to ensure that organisations do not 

break laws in specific countries. There never was 

a better time to be a lawyer, nor to prepare a 
solid information governance capability.  
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About Quocirca 
Quocirca is a primary research and analysis company specialising in the business impact of information technology 

and communications (ITC). With world-wide, native language reach, Quocirca provides in-depth insights into the 

views of buyers and influencers in large, mid-sized and small organisations.  Its analyst team is made up of real-

world practitioners with first hand experience of ITC delivery who continuously research and track the industry 

and its real usage in the markets. 

 

Through researching perceptions, Quocirca uncovers the real hurdles to technology adoption – the personal and 

political aspects of an organisation’s environment and the pressures of the need for demonstrable business value in 

any implementation.  This capability to uncover and report back on the end-user perceptions in the market enables 

Quocirca to advise on the realities of technology adoption, not the promises. 

 

Quocirca research is always pragmatic, business orientated and conducted in the context of the bigger picture. ITC 

has the ability to transform businesses and the processes that drive them, but often fails to do so. Quocirca’s 

mission is to help organisations improve their success rate in process enablement through better levels of 

understanding and the adoption of the correct technologies at the correct time. 

 

Quocirca has a pro-active primary research programme, regularly surveying users, purchasers and resellers of ITC 

products and services on emerging, evolving and maturing technologies. Over time, Quocirca has built a picture of 

long term investment trends, providing invaluable information for the whole of the ITC community. 

 

Quocirca works with global and local providers of ITC products and services to help them deliver on the promise 

that ITC holds for business. Quocirca’s clients include Oracle, Microsoft, IBM, Dell, T-Mobile, Vodafone, EMC, 

Symantec and Cisco, along with other large and medium sized vendors, service providers and more specialist 

firms. 

 

Details of Quocirca’s work and the services it offers can be found at 

http://www.quocirca.com 
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