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Straight Talking — Vendor Battleground: Filtering

Ensuring that the content passing through corporate
firewalls is safe, clean and useful is now big business.
Content filtering had a new injection of life a few years
ago, when the volume of unwanted email (spam)
targeted at businesses was getting out of control. The
IT industry came up with a series of point solutions to
address the problem. Many of the vendors grew
rapidly, responding to heavy demand.

Today, spam seems less of a problem - not because it
is not there anymore but because the solutions
provided, to a greater or lesser extent, worked. The
spam problem is now largely under control.

Job done, the vendors involved were left with a
problem: how to carry on growing their businesses.
The uptake had been so rapid there was no longer
enough demand from new customers to maintain
growth. Some took advantage of their market strength
and sold out to larger vendors who wanted to add
spam filtering to their portfolio. Brightmail was
acquired by Symantec in 2004 and in 2005 Microsoft
acquired Frontbridge.

But others decided to broaden their own offerings and
continued to compete and grow by offering a broader
range of services, still largely based around content
filtering. These days you can get lot more from content
filtering vendors than just a spam filter. The offerings
fall into three broad categories: extended message
security, web access security and back-up services.

Extended message security makes sense. Most
vendors rapidly extended their services to include
outgoing as well incoming email, encroaching on
services long offered by another group of vendors such
as Clearswift and NetlQ that existed before the spam
onslaught. (They responded in kind by adding their
own incoming message filters).

But this was all still to do with corporate email. Similar
threats existed around instant messaging (IM),
webmail, file transfer (FTP) and other ways of posting
content outside of the business such as wikis and
blogs.

CipherTrust, originally a provider of email filtering
appliances, now offers appliances for controlling IM
and these other web-based threats. They go further
than most but nearly all vendors are at least looking at
IM filtering. IM filtering is disappearing as an
independent sector, the most high-profile independent

By Bob Tarzey, Service Director, Quocirca Ltd

vendor, IM Logic, having been recently acquired by
Symantec.

Those vendors that are looking to web security to grow
their revenues are encroaching on another area that
until recently was separate. This includes controlling
how and when users access the web and protecting
businesses from web-borne threats such as web
viruses and spyware.

Web access filtering differs from email filtering in that
it has to be very responsive. Mostly you don’t know if
the delivery of an email is delayed but you sure do
know if the web page download is held up.

Undaunted, some of the spam filtering vendors are
branching out in this direction. IronPort, which also
started out as a vendor of spam-filtering appliances is
in this game, as are BlackSpider and Messagelabs,
which both now offer web filtering alongside their
hosted email filtering service. This has brought them
into conflict or partnership with companies such as
BlueCoat, Secure Computing, SurfControl and
WebSense who have always specialised in aspects of
web filtering.

This activity has more or less killed off another sector
that was independent for a short time: spyware
filtering. Nearly all vendors who offer a web filtering
product or service now address the problem, including
broad-based security vendors such as CA and
Microsoft, both of which have made spyware filtering
acquisitions in the last 18 months.

Content filtering vendors who provide a hosted service
are particularly well suited to expanding in the third
area: back-up services. Few businesses are unaware
of the importance of back-up but for many it is a
drudge. However, if you are already working with a
third-party that touches every email coming into your
organisation why not get them to keep a copy too?

MessagelLabs and Postini are both now offering such
services, keeping an offsite email archive for those
customers who want it. And if they can do email why
not other corporate data, backed up and safely stored
offsite? Perhaps this is the next level of expansion, the
content filtering encroaching on another sector -
offsite data back-up.

In short, we can see lots of vendors starting with point
solutions and extending their services in different
directions.

© 2005 Quocirca Ltd

http://www.quocirca.com

+44 118 948 3360



silicon.com

Comment Article

quocirca

For the purchasers of such services this may sound
complicated but there are some fairly simple ground
rules. The day of small vendors with point solutions for
content filtering is over. This is now a broad discipline
and those that are left either have to expand
themselves, be acquired or die. In the past you may
have purchased separate solutions in these different
areas but the chances are that you can reduce the
number of vendors - and reduce upfront and ongoing
costs - by looking at which of your suppliers can now
offer the best consolidated service.

In addition, the broad security vendors, including
Cisco, McAfee, Microsoft, Symantec and Trend Micro
are including many of these capabilities in their
products, so make sure you are not paying a premium
for something that is now provided as an inexpensive
add-on to another product already purchased.

All this consolidation in the content security market
and this article has not even touched on the largest
area of consolidation - content security and content
management itself. This was underlined by the merger
early in 2005 of security and storage giants Symantec
and Veritas, bringing together storage management
and security capabilities - something which CA had
started doing a year or so before, already having both
capabilities in-house.

Expect more such activity as content security becomes
part of the very fabric of content storage. The serial
acquirer of the storage industry, EMC, has hardly
touched the security market - yet.
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About Quocirca

Quocirca is one of Europe’s leading independent industry analyst firms. One of its biggest
assets is the core team of highly experienced analysts drawn from both the corporate and the
vendor communities. This team prides itself on maintaining a bigger picture view of what's
going on in the IT and communications marketplaces. This allows all of Quocirca’s activities to
be carried out in the context of the real world and avoids distractions with fads, fashions and
the nuts and bolts of specific technologies. Quocirca’s focus has always been the point of
intersection at which IT meets “the business”.

Quocirca Services
The insight and experience that comes from working as an industry analyst as well as a
practitioner allows the Quocirca team to contribute significantly to IT Vendors, Service
Providers and Corporate clients. To this end, it provides a range of consulting and advisory
services. Details of these, along with some of Quocirca’s latest analysis, may be obtained by
visiting http://www.quocirca.com

Quocirca also provides bespoke primary research services through its daughter company
QNB Intelligence. This involves interviewing thousands of senior decision makers on a
quarterly basis.
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